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It’s 5:48 p.m. on Friday — not just any 
Friday, mind you, but the Friday of the 
Canada Day long weekend. You’re in the 

passenger seat, on the way to the cottage 
for a little rest and relaxation. And then 
the text arrives from the VP of sales and 
marketing: “One of our internal pricing 
lists has just appeared online.”
 What do you do?
 In the evolving world of cyber 
security, that’s — almost literally — the 
million-dollar question. In the wake of 
an ever-growing raft of highly publicized 
cyber attacks (think Walmart, J.P. Morgan, 
Ashley Madison, Home Depot, Target, 
even the Canada Revenue Agency), it’s one 
that more and more Canadian businesses 
are grappling with.
 “We’ve seen a sea change in board- and 
executive-level attitudes toward cyber 
security,” says Ira Nishisato, a partner in 
the Commercial Litigation Group and 
national leader of BLG’s Cybersecurity 
Team at Toronto law offices. A year ago, 
he says, most clients weren’t talking much 
about cyber security. “There was a sense 
that it was unlikely they would experience 
a cyber breach or attack. Now, we get calls 
practically weekly from organizations 
saying that they suspect they’ve been hacked 
and are fearful of their confidential and 
proprietary information appearing on the 
web. They’re coming to us with serious 
concerns, wondering if they’re doing enough 
to mitigate and minimize their risks.”

 To put it bluntly, says Nishisato, 
they’re not. Most organizations simply 
aren’t doing enough to protect against the 
hackers, disgruntled employees, malware 
and human error that can compromise 
crucial information, disrupt business 
and threaten not only an organization’s 
reputation but also its financial viability. 
What’s more, individual executives and 
directors can be sued personally if it’s 
alleged that they didn’t do enough to 
protect against or respond adequately to 
cyber threats and attacks.
 “The bottom line is that cyber security 
is relevant to every organization,” says 
Nishisato. “No one can sit back any more 
and hope that a cyber breach doesn’t 
happen to them. All organizations need to 
create proactive plans to address the issue.” 
 The cornerstone of such a plan, says 
Nishisato, is a thorough understanding 
of the information you have and need 
to protect. What kinds of data are you 
storing? Why do you have it? Where is it 
stored? Who has access to it? What legal 
rules apply to it? He suggests having an 
outside expert in security come in to audit 
and assess the safety of your information. 
 Cyber-security plans also need to 
address issues of e-mail safety and should 
include mandatory employee training 
(for example, what precautions should 
an employee take when she travels with 
her laptop on business? What should an 
employee do if he loses his business phone 
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or his laptop?), as well as protocols around 
outsourcing and subcontractors who have 
access to information pertaining to your 
organization and its customers.
 Having a plan, though, means first 
having a team to create and execute — not 
to mention constantly update — that plan. 
A cyber security team, says Nishisato, is a 
multidisciplinary group of stakeholders, 
each with a particular viewpoint, expertise 
and role. Its core members include 
representation at the senior management 
level, whether that’s a chief executive or 
someone running information technology, 
information security or finance. 
 “You need someone who has unfettered 
access to management and the board,” 
explains Nishisato. “What we’re seeing 
from lawsuits in the United States is that 
directors are expected to understand and 
discuss approaches to cyber security as 
enterprise-wide issues, to be engaged in 
them, and to take appropriate precautions. 
Do your board minutes reflect regular 
discussions of cyber security? It’s no longer 
the case that an organization can take the 
position that this is purely a technology 
issue and no one in senior management 
needs to be concerned about it.” 
 Internal and external information 
technology experts are also key players 
on your cyber team. In addition to your 
organization’s senior IT people, you also 
need an external cyber security expert, 
says Nishisato. “That’s someone outside 
the organization with the specialized 
technological and managerial experience 
that comes from dealing with dozens, 
if not hundreds, of breaches. Their 
expertise goes well beyond that of the 
internal IT department.” 
 Legal counsel is also crucial at all stages. 
A lawyer with expertise in cyber security 
can define the organization’s regulatory 
duties and standards of care. A lawyer 
will have important input around how 
to preserve evidence (that compromised 
server or hard drive may have invaluable 
clues on it — don’t wipe it!) and about 
privacy issues, including the duty to report 
incidents to the federal and provincial 
privacy commissioners that could present 

a material risk of harm. Legal counsel can 
advise the team on how much directors, 
officers, boards and senior management 
need to do to protect the organization and 
themselves. And, says Nishisato, a strong 
litigation counsel is an important asset in 
terms of pursuing court orders to assist the 
investigation and preventing or defending 
class action suits. Forensic data experts can 
be indispensible experts in working to trace 
the sources of the breach.
 Beyond that core, other members may 
come into play, especially in the event of 
a major breach. These might include a 
communications and PR team to create 
and disseminate a coordinated response to 
the incident. In cases of major breaches of 
customer data, says Nishisato, a call centre 
or notice agency may be necessary so that 

individual consumers can call in and get 
consistent information on what to do next. 
“I would venture to say that the really 
well-managed breaches are the ones you 
don’t hear much about. Conversely, the 
really well-known ones are the ones that 
were not well managed.”
 Cyber insurers, who provide 
specialized coverage and consulting for 
precisely these kinds of events, are often 
indispensable. They have access to teams 
of experts with the specialized knowledge 
necessary to respond immediately when a 
breach occurs. 
 It’s important that the team include 
members from within and outside the 
organization, says Nishisato, who notes that 
external experts can point out weaknesses 
in systems or recommend allocating 
funding without fear of alienating their 
bosses or the board. “Handling a breach 
entirely internally raises problems of finger-
pointing and blame.” 

 In the increasingly likely event of a 
data breach, a “breach coach” is an integral 
member of the team, says Nishisato. This 
person, often outside legal counsel, can be 
called in immediately to manage the team 
and coordinate action as the details of the 
incident unfold. 
 “Very often, the coach has to spring 
into action with less than complete 
information,” explains Nishisato, whose 
group works with clients to develop and 
implement cyber security plans at all 
stages. “The facts aren’t fully known at the 
time the first call comes in. Having worked 
with clients through these breaches before 
helps us to know what to look for and how 
to proceed.”
 With the proper protocols in place, 
many cyber breaches can be prevented, 

says Nishisato, but the hard truth is that 
no organization should consider itself 
fully protected against the persistence 
of dedicated hackers, vindictive former 
employees or human error. Having a 
proper team and plan in place when your 
data is compromised can turn what could 
be a catastrophe into a chance for the 
company to shine through the crisis and 
move forward.
 “The idea is that you want to be 
prepared in advance of any incident,” says 
Nishisato. “Having a cyber security plan 
and a breach response team, with a list of 
key internal and external personnel and 
their contact details, will ensure that when 
a breach occurs at 5 p.m. on a Friday in 
the summer, you’re not left wondering 
who to call and who does what.”

“ I would venture to say that the really well-managed 
breaches are the ones you don’t hear much about. 
Conversely, the really well-known ones are the ones  
that were not well managed.” 
IRA NISHISATO, PARTNER, COMMERCIAL LITIGATION GROUP AND NATIONAL LEADER,  
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