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Agenda:

• Spot the Fraud

• The Usual Suspects: Fraud in the Trenches

• An Overview of First Principles of Banking

• Third Party Claim Theories: Duty of Care – Standard of
Care and Loss Triggers

• Investigation and Mitigating Loss

• Questions
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So, moments after morning coffee,
let’s play: Spot the fraud in progress

3



The Usual Suspects:
Sales Targets and Good Customer Service

• Consumer and Retail Fraud – low value per event, but
large volume

• Cheque Fraud – larger value, increasing volume
Account Takeover – Substantial Value – with substantial
opportunity

• Social Engineering through 3rd party cyber-breach

• Mortgage Fraud – Identity Theft

• Temptations and Scammers: They want your good
name, your credibility, your customers and …your
money.

• Internal Threats: Naiveté, Greed and Sidestepping
Policies



Cyber-Security 101:
How to Become Someone Else

‘It is Easier to Steal and Deceive When You are Trusted’

• Theft of payment cards and documents

• “Shoulder Surfing”

• “Skimming”, “Sniffing” and just plain “Stealing”

• Unauthorized Use: Mobile Banking/Shared Computers

• E-Mail and Website “Spoofing”

• Theft from Company or Government Databases

• Improper Access of Credit Bureau Reports

• Hacking, Social Engineering, “Gifts” & ‘Found items’



Identity Theft - Account Take-over:
Existing Customer – Corporate Control

Losses usually flow through a derivation of cheque
fraud and forgery of elemental banking documents
such as:
a)changes to authorized signatories and replacement
of signature cards;
&
b) changes to account statement mail instructions.
(ie: Cavell v. Royal Bank (1991) 54 BCLR (2d) 1 (BCCA) and but consider defense of
preclusion used in D2 Contracting Ltd. v. The Bank of Nova Scotia, 2015 BCSC 1634)



Identity Theft - Account Take-over:
Existing Customer – Corporate Control

Solutions:

1. Every transaction affecting the fundamental
operation of an account must be treated with the
same caution as a new customer account opening.

2. Review and update account operating agreements
to protect F.I.

3. When loss arises, enquire:
a) received account statements?
b) first noted forgeries?
c) first noted losses?



Identity Theft - Account Take-over:
Parallel Corporate/Personal Accounts

“Banks may owe a duty of care to non-customers
generally in opening accounts for their own
customers, and specifically when confronted with
circumstances so unusual or strange as to put a
"reasonable banker" on his or her guard.”

Vitalaire v. Bank of Nova Scotia, 2002 CanLII 38696 (ON S.C.)

* Questionable assertion of law, but assume that on bad facts, it
may find traction.



Bad Facts:
Fraud Through Misuse of Account

“The plaintiffs allege that Ms. Samji repeatedly processed
instruments payable in trust for substantial amounts
through the notary corporation’s general account…, and
that she continued to process substantial amounts payable
in trust through the general account of a corporation
unrelated to the notary practice. …I agree with the plaintiffs
that .. to determine whether the banks’ knowledge of
Ms. Samji’s use of the trust funds constitutes actual
knowledge of a breach of trust, the nature and extent of
RBC and TD’s knowledge of these transactions can only be
determined after a proper factual inquiry.”
(Jer v. Samji, 2013 BCSC 1671 (CanLII)
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Identity Theft - Account Take-over:
Parallel Accounts and Misuse

Solutions:

1. Every new account should be fully supported with
identification, and elemental due diligence.

2. Review third party directory to verify/cross-reference
information (ie: Google, address, postal code, name)

3. Do the transactions make sense? If your ‘spidey sense’ goes
up, it is ok to ask an open ended question. Does the answer
make sense? Really??

4. Look up on-line. Verify through sources other than those
shown on the cheque/customer application documents.
Pause to think. Why would they be doing this?
(Peoples v. Sae Park 2015 BCSC No. S157341)



The ‘Challenge’ of Identifying
Scoundrels



Privacy Breach: Intrusion upon
seclusion, … until now it was too easy

• One who intentionally intrudes, physically or
otherwise, upon the seclusion of another or his
private affairs or concerns, is subject to liability to the
other for invasion of his privacy, if the invasion would
be highly offensive to a reasonable person.

• A claim for intrusion upon seclusion will arise only for
deliberate and significant invasions of personal
privacy.

• Good news -Intrusion upon Seclusion: probably does
not exist as a tort in B.C.

• Bad news – B.C.’s Privacy Act, might apply.
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Front Lines for Data Breach Class Actions:

Evans v. The Bank of Nova Scotia:

Bank employee intentionally compromised and sold client info.

Post discovery bank notified clients promptly, compensated, but...

Class action certified (but not yet decided on):

a) Vicarious liability of the Bank for employee’s tort of intrusion
upon seclusion or his breach of duty of good faith;

b) Negligence of the Bank in failing to adequately supervise
employee;

c) Breach of contract by the Bank;

d) Liability of Bank on the basis of waiver of tort; and

e) Liability of the Bank for damages for emotional stress,
hardship and inconvenience for any of the alleged causes of
action, (See: 2014 ONSC 2135 )
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Obviously, be careful what you say:

• Judgment for $3,907,389 for damages, plus, plus:
“It might be thought that the gravamen of Mr.
Murano's complaint was not so much that confidential
information was disclosed but, rather, that the
"information" that was disclosed was both wrong and
harmful to him. It was defamatory. This part of the
case was not pleaded, nor argued, as one of
defamation and so I will say nothing further on this. (It
may be noted that in the leading case of Tournier two
causes of action were pleaded, slander and breach of
confidentiality.)” Murano v. Bank of Montreal, 1998 CanLII 5633 (ON CA)
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Also, be careful who you say it to:

• “I do not think the BNS has demonstrated that the PIPEDA
permitted disclosure in this case. For similar reasons I do
not think that the BNS can rely on the Privacy Act to
permit the disclosure. Section 1(2) of the Privacy Act
states that “the nature and degree of privacy to which a
person is entitled in a situation or in relation to a matter is
that which is reasonable in the circumstances, giving due
regard to the lawful interests of others.” What is
reasonable in the circumstances is that the BNS adhere to
its duty of confidentiality as set out in CIBC v. Sayani.”

B.M.P. Global Distribution Inc. et al v. Bank of Nova Scotia, 2005 BCSC 1091 (CanLII)
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No evidence of damage does not mean
no damages

• “…the damages awarded to the plaintiffs for the BNS’
contravention of the Privacy Act should be low…..the plaintiffs
have not clearly shown that there was any damage to their
reputations or that there will be any long lasting detrimental
effect due to the disclosure. In the result, I fix the plaintiffs’

damages at $2,500.”
B.M.P. Global Distribution Inc. et al v. Bank of Nova Scotia, 2005 BCSC 1091 (CanLII)

• “Having reviewed the evidence, I am not satisfied that Ms.
Albayate has established she suffered any damages as a result
of the bank’s conduct…. The case law indicates that when a
party is not able to prove damages for breach of privacy or
breach of contract, nominal damages should be awarded.”
Albayate v. Bank of Montreal, 2015 BCSC 695 (CanLII)
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What is Wilfully and
Without Claim of Right:

• The word "wilfully" does not apply broadly to any
intentional act that has the effect of violating privacy
but more narrowly to an intention to do an act which
the person doing the act knew or should have known
would violate the privacy of another person.

• "without a claim of right"....an honest belief in a state
of facts which, if it existed, would be a legal
justification or excuse
Hollingsworth v. BCTV, a division of Westcom TV. Group Ltd., 1998 CanLII 6527 (BC CA)
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Is delay or omission “Wilful”:
Absence of evidence equated with “wilful”

• “..the bank has no records of whether the change was
requested, if so, by whom, and no explanation as to
how the change of address occurred. It is difficult to
accept the bank’s argument that the conduct was not
“wilful” and the employee had “an honest belief in a
state of facts which, if it existed, would be a legal
justification or excuse” when the employee who made
the change has no explanation as to why the change
was made.”
Albayate v. Bank of Montreal, 2015 BCSC 695 (CanLII)
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Delay as “Wilful” conduct:
An expectation of perfection?

• “…the evidence from Equifax was that all complaints
are put into a queue to be dealt with in turn, and that it
was miraculous that it only took eleven business
days, does not exonerate them in any fashion. They
had received documents from Neil, in the form of a
copy of the judgment resulting in the notation on his
credit file. These documents alone should have
resulted in an immediate change to his credit file.
Result: Plaintiff awarded damages: $448.00 for loss of
billable hours; and $4,500.00 as punitive or exemplary
damages. Neil v. Equifax Canada Inc., 2005 SKPC 105 (CanLII)
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You need to know the risk to plan for them

• Disaster Planning: contracts only matter when things
go wrong. T&C must consider situational risks.

• Notification Requirements: Regulators, Police, Third
party service providers, clients, banking
relationships, credit bureaus, insurance, etc.

• Remediation Requirements: prevention and technical
support to investigate and prevent further breach

• Mitigation Requirements: requirements to prevent
misuse of lost data, liability for loss, indemnities,
insurance, etc.
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An Overview of First Principles of
Banking Law

• The banker customer relationship is primarily one of
debtor and creditor and is NOT fiduciary in nature.

• The banker customer relationship does not establish
a trust over the funds on account.

• A fiduciary relationship arises only in special
circumstances of vulnerability, duty and a reasonable
expectation of paramount loyalty. It is the rare
exception between a banker and customer.
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An Overview of First Principles of
Banking Law – so what is a banker

• “A banker has been defined as “a dealer in
credit.” True, in ordinary speech, bank credit implies
a credit which is convertible into money. But money
as commonly understood is not necessarily legal
tender. Any medium which by practice fulfils the
function of money and which everybody will accept in
payment of a debt is money in the ordinary sense of
the words even although it may not be legal tender…”
Reference re Alberta Legislation, [1938] S.C.R. 100
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An Overview of First Principles of
Banking Law – the relationship

• Banker/ Customer relationship is contractual.

• Historically, a contract governing a bank account
consisted mainly of implied terms. Canadian Pacific Hotels Ltd. v. Bank

of Montreal, [1987] 1 SCR 711, 1987 CanLII 55 (SCC)

• Those terms were developed by the common law
courts from the late 1600’s onwards, and some of
them were later codified in what is now the Bills of
Exchange Act.

• Most bank account agreements are standard form
contracts of adhesion. However, terms may still be
implied. B.M.P. Global Distribution Inc. v. Bank of Nova Scotia, [2009] 1 SCR 504; Chriss v. The TD

Bank Financial Group, 2013 ONSC 7508 (CanLII)
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An Overview of First Principles of Bills
of Exchange Law

• “Few jurists thrive on exploring the mechanisms
rooted in the Bills of Exchange Act; most find them
technical and tedious. Important as electronic
transactions have become in an increasingly
paperless world, cheques are still popular bills of
exchange that are processed daily in a multitude of
transactions across Canada based on recognized
mechanisms.”

Per Justice Deschamps in Canada Trustco Mortgage Co. v. Canada, 2011 SCC 36, [2011] 2 SCR 635
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So Simple, and Yet So Confounding:
The Cheque

• A cheque is a chose in action. Essentially it is a
direction from one person to another, directing
payment of a sum certain to a designate or their
assignee.

• A cheque is made up of two parts, a chattel part and a
chose in action.

• The real value of the cheque is the chose in action --
the right to receive payment of the sum of money for
which it is drawn, but the action for conversion is
based on the interference of the chattel part.
National Holdings Ltd. v. CIBC et al., 2005 BCSC 369 (CanLII)
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The Tort of Conversion:
Cheques

• The tort of conversion “involves a wrongful
interference with the goods of another, such as
taking, using or destroying these goods in a manner
inconsistent with the owner’s right of possession”:
Boma Manufacturing Ltd. v. Canadian Imperial Bank of Commerce, 1996 CanLII 149 (SCC)

• “… an action in conversion may be brought by the
rightful holder of a cheque against a wrongful
dispossessor:
Crawford and Falconbridge: Banking and Bills of Exchange (8th ed. 1986), vol. 2, at p. 1386 (“Crawford and
Falconbridge”)”. (See: Jer v. Royal Bank of Canada, 2014 BCCA 116 (CanLII)
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The Tort of Conversion:
Cheques

• The tort is one of strict liability, and although the
dispossession must arise as a result of the
defendant’s intentional act, “it is no defence that the
wrongful act was committed in all innocence”

• That means a lending institution’s liability in
conversion is predicated upon finding both that
payment upon the cheque was made to someone
other than the rightful holder of the cheque, and that
such payment was not authorized by the rightful
holder. If either of these criteria is not satisfied, there
is no tort.
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Limits of Conversion

• Ms. Samji continued to be entitled to the property in
the cheques even though she allegedly retained the
cheques as a result of misrepresentation. Where title
has been passed as a result of a misrepresentation,
the transfer is voidable at the election of the
defrauded party. Until such an election, the fraudster
retains beneficial title; the original owner’s continuing
equity in the asset will crystallize in a constructive
trust only if and when he or she elects to void the
transaction. (See: Jer v. Royal Bank of Canada, 2014 BCCA 116 (CanLII)
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Bank has No Duty to Monitor a Trust:
The starting point…

• If a trustee draws a cheque on a trust account, the bank is not
obliged to make inquiries to determine whether the proceeds of
the cheque are to be applied in accordance with the trust. Once
it has paid the cheque or made repayment of the deposit, it is not
concerned with the manner in which the money is employed
thereafter.
Fonthill Lumber Ltd v. Bk. Montreal, [1959] O. R. 451 (C.A.)

• But, “the decision of the Supreme Court of Canada in Air Canada
is, at least, authority for the proposition that in some
circumstances a case might be made out against financial
institutions for knowingly permitting drafts and cheques payable
in trust to be deposited into non-trust accounts. (See: Jer v. Royal Bank of

Canada, 2014 BCCA 116 (CanLII)
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Duty to Inquire or Monitor Arises on
Knowledge of Misfeasance

• “The drawer …made the cheque out to “Bert Fitchett
in Trust”. From the cases cited it would appear that
the respondent had no duty to go behind the cheque.
For that to happen, according to the respondent, the
applicants would have to establish that the
respondent had some knowledge of the wrong doing
of Bert Fitchett.”
601039 Ontario Limited v. First Ontario Credit Union Limited, 2009 CanLII 704 (ON SC)
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Actual Knowledge of Misfeasance
Triggers the Duty to Inquire

• “A bank that has “actual knowledge (including wilful
blindness or recklessness)” of fraudulent activities by
one of its customers may be subject to a “duty of
care” toward third parties that deal with the
customer.”
Banque de Montréal/Bank of Montreal c. Banque de Nouvelle-Écosse/Bank of Nova Scotia, 2013 CanLII
57730 (QC CA)

• AML Compliance requires filing a Suspicious
Transaction Report with FINTRAC: This is just a start.
It is perhaps perverse, but STR’s are where civil
claims exposure to non-customers start, not end.
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The Duty of Care:
Meeting the Standard of Care

• A bank that has actual knowledge of fraudulent activities
of a customer may become subject to a duty of care in
favour of parties doing business with the customer.

• Such a duty is discharged by terminating the customer’s
access to the bank’s facilities, reporting the customer to
the appropriate authorities and, in many cases, freezing
the customer’s account.

• Since the SCC decision in R. v. Spencer, there has been
authority to permit disclosure by the organization to
prevent misuse of its facilities.
R. v. Spencer [2014] 2 SCR 212, 2014 SCC 43 (CanLII)
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The Duty of Care: Meeting the
Standard of Care

• “While courts have recognized a duty of care owed by
banks to third parties to take steps to prevent the use
of the bank’s facilities for fraudulent purposes, this
duty arises only upon the bank becoming aware of
facts demonstrating fraudulent activity or proposed
fraudulent activity - that is, upon the bank acquiring
actual knowledge of the use, or proposed use, of its
facilities for fraudulent purposes”. . . .
Dynasty Furniture Manufacturing Ltd. v. Toronto-Dominion Bank, 2010 ONSC 436, [2010] O.J. No. 2703.
(appealed on other issues Dynasty Furniture Manufacturing Ltd. v. Toronto-Dominion Bank, 2010 ONCA 514
(CanLII))
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Anatomy of a Ponzi Scheme

•Definition

•A fraudulent scheme whereby the
perpetrator(s) attract new “investors” on
promise of unusually favourable financial
reward so that a portion of the “invested”
funds can be used to maintain returns to
earlier “investors”, through until the collapse
of the scheme.
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Anatomy of a Ponzi Scheme

Recipe for a Ponzi Scheme:
• Start with one Perpetrator: – typical profile -
Psychopathic/Megalomaniac or Weak and
Compromised

• Add A few Aggregators: – typical profile - Community
Leader/True-believer – salt with their own money

• Soak along with many ‘Investors’/victims: – typical
profile – negligently blind and trusting followers

• Combine Investment products: - real or fictitious

• Churn with one bank or brokerage account: - real
and fictitious

Stir occasionally until confused and broke.
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Anatomy of a Ponzi Scheme

•Common unwitting facilitators:
• Banks/brokerages – for pooling and payments
• Lawyers/Notaries - for cloak of credibility and

trust accounts
• Accountants – same, but also for bookkeeping
• Appraisers/Valuators – “independent” values
• Realtors – for sales and for trust accounts
• Early aggregators – for personal trusted

testimonials
• Regulators – if they miss the clues or do not

investigate.
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Perpetrator/Victim Symbiotic Continuum:
the seven deadly sins in real life

•Common Traits:
• Promised High Rate of Return –

exploits lust, greed and envy

• Participants are Relationship based –
exploits trust

• Purported investment is complex –
exploits sloth and ignorance

• Private, confidential and secretive –
exploits pride
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Ponzi Schemes – Legal Liability Concepts

• Q. Who perpetrates the scheme?
• A. The fraudster

• Q. Who makes it possible?
• A. The ‘investor’/victim.

• Q. Who gets sued?
• A. Anyone with money or insurance.

• Q. Who makes money from a Ponzi Scheme?
• A. The Perpetrator, a few lucky investors, for a while…..oh,

and the lawyers.
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Perpetrator/Victim Symbiotic Continuum:
Ubiquitous and anonymous?

• Observational characteristics of Ponzi investors:
• Typically, middle class income earners, usually older

• Often with limited Investment knowledge and sophistication

• May comment on ‘their great investment’, but will either express limited
or no knowledge of its mechanics or say that it is ‘confidential’

• Disinclined to ask probing questions

• Tied to other ‘investors’ by some ethnic or religious community or group,
such that the investment is by recommendation of friends and relatives

• Sporadic large withdrawals paid to perpetrator or will seek loans for ill-
defined business purpose

• Makes large sporadic round number deposits by cheque or wire from
perpetrator

• Most victim/investors look at the promise, but fail to inquire: “Why…” or
“How come…” and will be blinded by profit and baffled by …
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Perpetrator/Victim Symbiotic Continuum:
Tall Poppies with unknown roots

• Observational characteristics of Perpetrator:
• Charismatic

• Narcissistic

• Excessive displays of wealth

• Excessively generous

• Purported business affairs are not local

• Single pooled account, multiple depositors, sporadic large
withdrawals

• Round number deposits by cheque or wire

• Round number withdrawals by cheque, draft or wire

• In late stage – tight cash flows, kiting, regulatory enquiry
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Ponzi Schemes Accessory Liability–
Litigation Risk Management

• The trouble with trust accounts

• Professionals – Ask “Why?” and be wary

• Financial Institutions: - Exception analysis
and the “3 V’s” – velocity, volume and value

(Solution: Develop and apply AML verification
and source of funds protocols as
appropriate.)



Ponzi Schemes Accessory Liability–
Litigation Risk Management

•Employee investment guidelines,
prohibitions and awareness

(Solution: Develop and ensure compliance
with organizational investment guidelines.
Encourage reporting of investment
solicitations directed at employees and
unusual solicitation as directed at
customers. Investigate and document as
necessary.)



Ponzi Schemes Accessory Liability–
Litigation Risk Management

• Identify mandatory internal investigation
triggers

(Solution: Develop and implement list of
investigation triggers such as: specific third party
fund enquiries re: your client/customer; regulatory
inquiries; receipt of document production orders;
search warrants, attachment orders; or when AML
reporting obligations arise. STR may be the end of
the initial investigation, but is the START OF CIVIL
CLAIMS EXPOSURE.)



Ponzi Schemes Accessory Liability–
Litigation Risk Management

•Develop/Implement funds “Hold” policy
during all investigations

(Solution: Document all investigations, whether it
is a simple customer inquiry and their response or
internet searches for early warning blogs. Record
both positive and negative searches.

Escalate investigations to legal for privacy
concerns, privilege on investigation and loss
avoidance.)



Ponzi Schemes Accessory Liability–
Litigation Risk Management

•The problem of discovery while in
funds, before identification of victims

(Solution: Develop account agreements with
rights of investigatory holds. Consider
invitation for regulatory freeze orders, payment
into court, and rights of return of deposits to
depositors.)



THANK YOU

Ross McGowan, Partner, Vancouver
• rmcgowan@blg.com

• 604-640-4173
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