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The Information and Privacy Commissioner/Ontario has released a new guidance 
document on contracting with third party service providers for the processing of records 
and personal information. The document consolidates and augments existing IPC 
guidance, and invites institutions to consider a more holistic approach to due diligence. 

Ontario institutions have spent the better part of the last decade migrating their IT 
services to services hosted by third-party organizations. Although IT outsourcings are 
not the only outsourcings that raise privacy issues, the public sector’s move to the cloud 
has kept IT leaders, procurement professionals, risk managers and legal counsel very 
busy.  

To date, the IPC has issued guidance in a series of privacy investigation reports that 
focus on contractual terms between the parties. In its new guidance document, the IPC 
repeats and reiterates that guidance, though stresses that holistic due diligence is 
required in contracting with third party service providers, setting out the following five-
part due diligence model. 

Part 1 - Procurement planning

Part 2 - Tendering

Part 3 - Vendor selection

Part 4 - Agreement

Part 5 - Agreement management and termination

Possibly to stress the importance of considering privacy planning early in the 
procurement process, the IPC sets out the greatest number of requirements in respect 
of tendering - inviting institutions to set out appropriate access, privacy and security 
requirements in their tendering documents. These requirements, as noted by the IPC, 
should address legislative and compliance matters, the scope of processing, how to 
address access requests, the scope of collection, use, disclosure and retention, 
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safeguarding, privacy breach and complaint management, and monitoring rights and 
obligations.  

Given the growing interest of vendors in monetizing data, we highlight the IPC’s position
on vendor secondary uses: 

Service providers acting on behalf of an institution may not process personal 
information beyond what the institution itself is authorized to do. For example, 
service providers may not use personal information for secondary purposes such 
as marketing or product improvement without the independent consent of the 
individual users. 

Although a seemingly clear prescription, the IPC does qualify its footnote: “Use of 
personal information to develop or improve services may be inconsistent with authorized
purposes.” 

The IPC’s overall approach to outsourcing remains pragmatic. It says, “there is no one-
size-fits all solution” and invites institutions to determine what is “relevant and 
appropriate” in each case. Although data localization has gained favour among some 
policy makers, the guidance does nothing to upset the IPC’s longstanding position on 
cross-border processing - that it is permitted, with no particular or special form of due 
diligence. 

We would be pleased to discuss these matters with you and provide assistance with 
your next outsourcing project. 

By

Daniel J.  Michaluk, Shane  Morganstein, Jiwan  Sangha

Expertise

Cybersecurity, Privacy & Data Protection, Technology

https://www.blg.com/en/people/m/michaluk-daniel
https://www.blg.com/en/people/m/morganstein-shane
https://www.blg.com/en/people/s/sangha-jiwan
https://www.blg.com/en/services/practice-areas/cybersecurity-privacy-data-protection
https://www.blg.com/en/services/industries/technology


3

____________________________________________________________________________________

BLG  |  Canada’s Law Firm

As the largest, truly full-service Canadian law firm, Borden Ladner Gervais LLP (BLG) delivers practical legal 

advice for domestic and international clients across more practices and industries than any Canadian firm. 

With over 725 lawyers, intellectual property agents and other professionals, BLG serves the legal needs of 

businesses and institutions across Canada and beyond – from M&A and capital markets, to disputes, financing,

and trademark & patent registration.

blg.com

BLG Offices

Calgary

Centennial Place, East Tower
520 3rd Avenue S.W.
Calgary, AB, Canada
T2P 0R3

T 403.232.9500
F 403.266.1395

Ottawa

World Exchange Plaza
100 Queen Street
Ottawa, ON, Canada
K1P 1J9

T 613.237.5160
F 613.230.8842

Vancouver

1200 Waterfront Centre
200 Burrard Street
Vancouver, BC, Canada
V7X 1T2

T 604.687.5744
F 604.687.1415

Montréal

1000 De La Gauchetière Street West
Suite 900
Montréal, QC, Canada
H3B 5H4

T 514.954.2555
F 514.879.9015

Toronto

Bay Adelaide Centre, East Tower
22 Adelaide Street West
Toronto, ON, Canada
M5H 4E3

T 416.367.6000
F 416.367.6749

The information contained herein is of a general nature and is not intended to constitute legal advice, a complete statement of the law, or an 
opinion on any subject. No one should act upon it or refrain from acting without a thorough examination of the law after the facts of a specific 
situation are considered. You are urged to consult your legal adviser in cases of specific questions or concerns. BLG does not warrant or 
guarantee the accuracy, currency or completeness of this publication. No part of this publication may be reproduced without prior written 
permission of Borden Ladner Gervais LLP. If this publication was sent to you by BLG and you do not wish to receive further publications from
BLG, you may ask to remove your contact information from our mailing lists by emailing unsubscribe@blg.com or manage your subscription 
preferences at blg.com/MyPreferences. If you feel you have received this message in error please contact communications@blg.com. BLG’s 

privacy policy for publications may be found at blg.com/en/privacy.

© 2024 Borden Ladner Gervais LLP. Borden Ladner Gervais LLP is an Ontario Limited Liability Partnership.

http://www.blg.com
mailto:unsubscribe@blg.com
http://blg.com/MyPreferences
mailto:communications@blg.com
http://www.blg.com/en/privacy
http://www.blg.com/en/privacy
http://www.blg.com/en/privacy



