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The Vancouver Island University audit report – board oversight of cybersecurity risk
management

Cyber ri sk m anagem ent i s a  fundam enta l  i ssue  fo r un i ve rsi t i es,  pub l i c bod i es,  and  o the r o rgan i za t i ons.  T he  Aud i to r Genera l  o f  Bri t i sh  Co l um b i a
recen t l y i ssued  an  aud i t  report f i nd i ng  a  un i ve rsi ty’s board  o f  governo rs had  no t  p rovi ded  adequa te  ove rsi gh t  o f  the  un i ve rsi ty’s cybersecuri ty ri sk
m anagem ent p ract i ces.  T he  report  p rovi des he l p fu l  gu i dance  fo r un i ve rsi ty boards and  o the r pub l i c boards o f  d i recto rs i n  Bri t i sh  Co l um b i a  and  across
Canada .

Background

Cyber ri sks –  ri sks o f  l osses and  costs/ l i ab i l i t i es su ffe red  o r i ncu rred  by an  o rgan i za t i on  as a  resu l t  o f  an  i nci den t  tha t  adverse l y a ffects the  o rgan i za t i on ’s
i n fo rm at i on  techno l ogy system s o r the  con f i den t i a l i ty,  i n teg ri ty,  o r ava i l ab i l i ty o f  the  o rgan i za t i on ’s da ta  –  a re  a  cri t i ca l  o rgan i za t i ona l  ri sk.  T he
Canad i an  Cen tre  fo r Cyber Securi ty’s Nat i ona l  Cyber Th rea t  Assessment 2023-2024  warns tha t  ransom ware  i s a  pe rsi sten t  th rea t  to  Canad i an
organ i za t i ons.

Cybersecuri ty shou l d  be  a  p ri o ri ty fo r a l l  Canad i an  un i ve rsi t i es.  Num erous Canad i an  un i ve rsi t i es have  been  sub j ect  to  h i gh -p ro f i l e  ransom ware  a t tacks
resu l t i ng  i n  se rvi ce  d i srup t i ons,  l oss o f  sensi t i ve  da ta  (i ncl ud i ng  pe rsona l  i n fo rm at i on ),  and  dam age  to  repu ta t i on .  T he i r ro l e  i n  conduct i ng  research
a l so  m akes un i ve rsi t i es ta rge ts fo r esp i onage  and  i n te l l ectua l  p roperty the f t ,  i ncl ud i ng  by sta te -sponsored  acto rs.  T h i s th rea t  i s pa i red  wi th  a  un i que
cha l l enge :  un i ve rsi ty i n fo rm at i on  techno l ogy ne tworks a re  h i gh l y d i st ri bu ted ,  wh i ch  m akes them  d i ff i cu l t  to  secure ,  and  co l l eg i a l  governance  and
cu l tu ra l  no rm s a t  un i ve rsi t i es can  i m pede  the  adop t i on  o f  st rong  cybersecuri ty p ract i ces.

A un i ve rsi ty’s board  o f  governo rs usua l l y has ove ra l l  responsi b i l i ty fo r the  m anagem ent,  adm i n i st ra t i on ,  and  con tro l  o f  the  un i ve rsi ty’s p roperty,  revenue ,
busi ness,  and  a ffa i rs,  wh i ch  requ i res the  board  to  e ffect i ve l y supervi se  the  deci si ons and  act i vi t i es o f  the  un i ve rsi ty’s m anagem ent.  Consequen t l y,  a
un i ve rsi ty’s board  o f  governo rs m ust  be  engaged  and  take  an  act i ve  ro l e  i n  the  un i ve rsi ty’s cyber ri sk m anagem ent act i vi t i es and  ensure  tha t  the
un i ve rsi ty’s m anagem ent has e ffect i ve l y i m p l em ented  appropri a te  po l i ci es and  p ract i ces to  m anage  cyber ri sks and  respond  to  cybersecuri ty i nci den ts.

The Auditor General’s report

T he  Aud i to r Genera l  o f  Bri t i sh  Co l um b i a i s an  i ndependen t  o ff i ce r o f  the  Bri t i sh  Co l um b i a  Leg i sl a tu re ,  responsi b l e  fo r conduct i ng  aud i ts o f  governm ent
en t i t i es to  i n fo rm  the  peop l e  o f  Bri t i sh  Co l um b i a  and  the i r e l ected  rep resen ta t i ves on  how governm ent i s m anag i ng  i ts responsi b i l i t i es and  resources.  In
August  2023 ,  the  Aud i to r Genera l  re l eased  a  report  o f  an  aud i t o f  the  cybersecuri ty ove rsi gh t  p ract i ces o f  the  board  o f  governo rs o f  Vancouver Isl and
Un i ve rsi ty (V IU),  a  pub l i c un i ve rsi ty under the  Bri t i sh  Co l um b i a  Uni ve rsi ty Act wi th  a  m a i n  cam pus i n  Nana i m o, an  en ro l l m en t  o f  12 ,200 ,  and  a  15 -
m em ber board  o f  governo rs.  T he  report  exp l a i ns tha t  V IU was se l ected  fo r the  aud i t  “because  i t  i s a  si m i l a r si ze  to  m any o the r un i ve rsi t i es i n  Bri t i sh
Co l um b i a ”.

In  a  YouTube  vi deo announci ng  the  report ,  the  Aud i to r Genera l  exp l a i ns tha t  cybersecuri ty a t tacks a re  i ncreasi ng  and  each  un i ve rsi ty’s board  o f
governo rs has “a  cri t i ca l  ro l e  i n  ove rsee i ng  cybersecuri ty ri sk m anagem ent.  T hey revi ew stra teg i es to  p ro tect  IT  system s and  pe rsona l  da ta ,  and  they
ho l d  un i ve rsi ty m anagem ent accoun tab l e  fo r those  stra teg i es”.  T he  Aud i to r Genera l ’s report  fu rthe r exp l a i ns the  ro l es o f  V IU’s m anagem ent and  board
o f  governo rs.  M anagem ent i s responsi b l e  fo r conduct i ng  ri sk assessm ents,  i m p l em ent i ng  and  opera t i ng  ri sk m i t i ga t i on  p rocesses,  and  report i ng  the
sta tus o f  ri sk m anagem ent p rog ram s to  the  board .  T he  board  i s expected  to  ove rsee  cybersecuri ty ri sk m anagem ent by eva l ua t i ng  whe the r m anagem ent:
(1 ) has cu rren t  cybersecuri ty po l i ci es and  p rocedures;  (2 ) regu l a rl y assesses and  m on i to rs cybersecuri ty ri sks;  and  (3 ) rece i ves regu l a r reports on  the
i nst i tu t i on ’s cybersecuri ty postu re .

T he  Aud i to r Genera l  found  tha t  V IU’s board  o f  governo rs had  de f i ned  ro l es and  responsi b i l i t i es fo r ove rsee i ng  ri sk m anagem ent and  se t  expecta t i ons fo r
m anagem ent to  i m prove  en te rp ri se  ri sk m anagem ent,  i ncl ud i ng  cybersecuri ty.  However,  the  Aud i to r Genera l  concl uded  tha t  the  board  had  no t  p rovi ded
adequa te  ove rsi gh t  o f  V IU’s cybersecuri ty ri sk m anagem ent p ract i ces.  T he  report  exp l a i ns the  fo l l owi ng  f i nd i ngs:

1 .  T he  board  estab l i shed  ove rsi gh t  ro l es and  responsi b i l i t i es,  bu t  po l i ci es were  ou t  o f  da te  and  feedback was no t  docum ented .

T he  Aud i to r Genera l  l ooked  fo r V IU to  have  docum ented  ro l es and  responsi b i l i t i es fo r board  ove rsi gh t  o f  cybersecuri ty ri sk m anagem ent th rough
governance  and  ri sk m anagem ent po l i ci es,  i ncl ud i ng  board  eva l ua t i on  o f  whe the r the  p resi den t  m e t expecta t i ons fo r m anag i ng  cybersecuri ty ri sk.

T he  Aud i to r Genera l  found  tha t  the  ri sk m anagem ent po l i cy was ou t  o f  da te .  T he  board  l ast  revi ewed  and  approved  the  po l i cy i n  2012 ,  desp i te  a
schedu l ed  revi ew i n  2017 .  T he  board  had  revi ewed  bu t  no t  fo rm a l l y approved  an  upda ted  po l i cy i n  2023 .

T he  Aud i to r Genera l  a l so  found  tha t  the  board  had  estab l i shed  p resi den t i a l  goa l s re l a t i ng  to  cybersecuri ty and  addressed  p resi den t i a l  pe rfo rm ance
aga i nst  ob j ect i ves th rough  quarte rl y upda tes,  bu t  the  board  had  no t  docum ented  i ts feedback to  the  p resi den t .

2 .  T he  board  d i d  no t  have  adequa te  o ri en ta t i on / t ra i n i ng  to  ove rsee  cybersecuri ty ri sk m anagem ent.

T he  Aud i to r Genera l  l ooked  fo r V IU to  have  a  board  o ri en ta t i on  p rog ram  tha t  speci f i ca l l y addressed  the  board ’s ove rsi gh t  responsi b i l i ty fo r cybersecuri ty
ri sk m anagem ent,  and  an  annua l  deve l opm ent (t ra i n i ng ) p rog ram  fo r board  m em bers to  he l p  i ncrease  the i r sub j ect  m a tte r knowl edge  i n  a reas o f  ri sk,
i ncl ud i ng  cybersecuri ty ri sk,  to  assi st  them  wi th  the i r ove rsi gh t  responsi b i l i t i es o r to  address changes to  the  board ’s ove rsi gh t  ro l e .

T he  Aud i to r Genera l  found  tha t  V IU was de f i ci en t  i n  respect  o f  bo th  requ i rem en ts.  T he  board ’s o ri en ta t i on  p rog ram , though  addressi ng  ri sk m anagem ent
and  m en t i on i ng  cybersecuri ty,  d i d  no t  i ncl ude  i n fo rm at i on  abou t  the  board ’s ove rsi gh t  responsi b i l i t i es fo r cybersecuri ty ri sk m anagem ent.  In  add i t i on ,
the  board  d i d  no t  have  an  annua l  deve l opm ent p rog ram  to  upda te  a reas o f  si gn i f i can t  ri sk,  such  as cybersecuri ty ri sk m anagem ent,  even  though  VIU’s
governance  po l i cy requ i red  a  p rog ram .

3 .  V IU had  a  docum ented  ri sk m anagem ent f ram ework,  bu t  the  board  d i d  no t  t i m e l y revi ew m anagem ent ’s ri sk m i t i ga t i on  st ra teg i es.

ttps://www.bcauditor.com/sites/default/files/publications/reports/OAGBC-Oversight-Cybersecurity-VIU-Report-August-2023.pd
ttps://www.cyber.gc.ca/en/guidance/national-cyber-threat-assessment-2023-202
ttps://www.bcauditor.com
ttps://www.bcauditor.com/sites/default/files/publications/reports/OAGBC-Oversight-Cybersecurity-VIU-Report-August-2023.pd
ttps://www.youtube.com/watch?v=X1_XEgbiN5


T he  Aud i to r Genera l  l ooked  fo r the  board  to  regu l a rl y revi ew m anagem ent ’s cybersecuri ty ri sk assessm ents,  i ncl ud i ng  how m anagem ent eva l ua ted  and
m i t i ga ted  cybersecuri ty ri sks,  p ri o ri t i zed  ri sk a reas,  and  docum ented  m i t i ga t i on  act i ons and  ou tcom es.  T he  Aud i to r Genera l  a l so  l ooked  fo r the  board  to
con f i rm  tha t  m anagem ent had  assessed  com p l i ance  wi th  l ega l  and  regu l a to ry requ i rem en ts.

T he  Aud i to r Genera l  found  tha t  the  board  revi ewed  VIU’s cybersecuri ty ri sk m anagem ent f ram ework and  con f i rm ed  tha t  the  f ram ework and  po l i ci es were
com m un i ca ted  to  sta ff ,  studen ts,  and  o the r key g roups.  However,  the  Aud i to r Genera l  a l so  found  tha t  the  board  was too  sl ow i n  pe rfo rm i ng  i ts ove rsi gh t
responsi b i l i t i es because  o f  a  de l ay be tween  m anagem ent ’s June  2022  i den t i f i ca t i on  o f  cybersecuri ty as a  p ri o ri ty ri sk and  the  board ’s M arch  2023
revi ew o f  m anagem ent ’s docum ented  ri sk assessm ent and  m i t i ga t i on  p l an .  T he  report  exp l a i ns:  “T he  board  has a  responsi b i l i ty to  request  m anagem ent
to  p rovi de  [cybersecuri ty ri sk m i t i ga t i on  st ra teg i es]  th roughou t  the  year to  he l p  ensure  an  ongo i ng  eva l ua t i on  o f  m anagem ent ’s response  to
cybersecuri ty ri sk”.

T he  report  sum m ari zes the  Aud i to r Genera l ’s fou r recom m enda t i ons:

Ensure  tha t  governance  and  po l i cy docum ents de f i n i ng  ro l es and  responsi b i l i t i es fo r cybersecuri ty ri sk m anagem ent a re  revi ewed  and  approved  as
schedu l ed .

Crea te  an  annua l  deve l opm ent p rog ram  and  ensure  board  m em bers rece i ve  annua l  t ra i n i ng  on  cybersecuri ty ri sk m anagem ent to  support  them  i n
the i r ove rsi gh t  ro l e .

Upda te  the  board  o ri en ta t i on  p rog ram  to  i ncl ude  i n fo rm at i on  on  the  ro l es and  responsi b i l i t i es fo r ove rsi gh t  o f  cybersecuri ty ri sk m anagem ent.

Revi ew cybersecuri ty ri sk m i t i ga t i on  st ra teg i es annua l l y.

T he  report  con f i rm s tha t  V IU accep ted  a l l  recom m enda t i ons.

Other helpful guidance

T he  Aud i to r Genera l ’s report  i s pa rt  o f  a  g rowi ng  body o f  gu i dance  i ssued  by governm ent agenci es,  regu l a to rs,  and  au tho ri ta t i ve  o rgan i za t i ons to  he l p
boards fu l f i l  the i r cyber ri sk m anagem ent responsi b i l i t i es.  Fo l l owi ng  a re  exam p l es o f  recen t l y pub l i shed  o r upda ted  gu i dance .

In  October 2022 ,  the  Austra l i an  Inst i tu te  o f  Com pany Di recto rs and  the  Austra l i an  Cyber Securi ty Coopera t i ve  Research  Cen tre pub l i shed  gu i dance
t i t l ed  Cyber Securi ty Governance  Pri nci p l es to  he l p  d i recto rs,  governance  p ro fessi ona l s,  and  the i r o rgan i za t i ons p roact i ve l y ove rsee  and  m anage
cyber ri sk.  T he  gu i dance  i s desi gned  fo r o rgan i za t i ons o f  a l l  ki nds and  si zes,  i ncl ud i ng  sm a l l  and  m ed i um  en te rp ri ses and  no t-fo r-p ro f i ts.  T he
gu i dance  exp l a i ns tha t  cybersecuri ty shou l d  be  em bedded  i n  exi st i ng  ri sk m anagem ent p ract i ces (i ncl ud i ng  regu l a r report i ng  and  eva l ua t i on  o f
cyber ri sk con tro l s) tha t  re f l ect  the  o rgan i za t i ons’ board -approved  cyber appe t i te .

In  M arch  2023 ,  the  Un i ted  K i ngdom ’s Na t i ona l  Cyber Securi ty Cen tre announced  a  re freshed  ve rsi on  o f  i ts Cyber Securi ty Too l ki t  fo r Boards to  he l p
boards ensure  tha t  cyber resi l i ence  and  ri sk m anagem ent a re  em bedded  th roughou t  the i r o rgan i za t i ons.  T he  Too l ki t  exp l a i ns i m portan t  aspects o f
cybersecuri ty,  recom m ends act i ons by i nd i vi dua l  d i recto rs and  the i r o rgan i za t i ons,  and  p rovi des quest i ons and  answers to  he l p  d i recto rs m ake
i n fo rm ed  cyber ri sk m anagem ent deci si ons.  L i ke  the  Aud i to r Genera l ’s report  regard i ng  VIU, the  Too l ki t  exp l a i ns tha t  cybersecuri ty ri sk m anagem ent
ough t  to  be  “a  con t i nuous,  i te ra t i ve  p rocess” and  consi de ra t i on  o f  cyber ri sks shou l d  be  i n teg ra ted  i n to  o rgan i za t i on -wi de  ri sk m anagem ent and
deci si on -m aki ng  p rocesses.

In  M arch  2023 ,  the  Na t i ona l  Associ a t i on  o f  Corpora te  Di recto rs and  the  In te rne t  Securi ty A l l i ance pub l i shed  the  fou rth  ed i t i on  o f  the  Di recto r’ s
Handbook on  Cyber-Ri sk Oversi gh t to  p rovi de  co rpo ra te  d i recto rs wi th  upda ted  gu i dance  tha t  re f l ects changes i n  the  cyber th rea t  l andscape .  T he
Handbook focuses on  si x key p ri nci p l es to  enhance  cyber ri sk ove rsi gh t  fo r o rgan i za t i ons o f  a l l  ki nds and  si zes.  T he  p ri nci p l es a re  consi sten t  wi th  the
pract i ces recom m ended  i n  the  Aud i to r Genera l ’s report  regard i ng  VIU. Fo r exam p l e ,  boards shou l d  requ i re  m anagem ent to  i den t i fy and  quan t i fy
cyber ri sks,  st i pu l a te  wh i ch  ri sks shou l d  be  accep ted ,  m i t i ga ted ,  o r t ransfe rred ,  and  docum ent ri sk m anagem ent p l ans.

Comments

Cybersecuri ty ri sk m anagem ent requ i res an  o rgan i za t i on ’s board  and  sen i o r m anagem ent to  m ake  ri sk-based  busi ness deci si ons consi sten t  wi th  the
organ i za t i on ’s ri sk to l e rance .  Fo r those  deci si ons to  be  reasonab l e  and  de fensi b l e ,  they shou l d  be  i n fo rm ed  (i .e . ,  based  on  t i m e l y,  com p l e te ,  and
re l i ab l e  i n fo rm at i on ) and  m ade  honest l y and  i n  good  fa i th  wi th  the  bene f i t  o f  approp ri a te  advi ce  f rom  i ndependen t  and  qua l i f i ed  busi ness,  l ega l ,  and
techn i ca l  experts.  See  BLG bu l l e t i n  Cyber ri sk management gu i dance  fo r Canad i an  co rpo ra te  d i recto rs.

M anag i ng  cybersecuri ty ri sks i m p l i ca tes com p l i ance  wi th  p ri vacy/pe rsona l  i n fo rm at i on  p ro tect i on  l aws,  l abour/em p l oym ent l aws,  and  hum an ri gh ts l aws,
and  o f ten  requ i res speci a l  consi de ra t i on  when  nego t i a t i ng  and  adm i n i ste ri ng  con tracts wi th  se rvi ce  p rovi de rs/supp l i e rs and  custom ers.  T i m e l y l ega l
advi ce  can  he l p  an  o rgan i za t i on  m anage  cybersecuri ty ri sks i n  acco rdance  wi th  regu l a to ry gu i dance  and  best  p ract i ces wh i l e  com p l yi ng  wi th  l ega l
requ i rem en ts.  In  add i t i on ,  l ega l  counse l  who  regu l a rl y act  as a  cybersecuri ty i nci den t  coach  can  p rovi de  un i que  i nsi gh t  abou t  the  cu rren t  th rea t
envi ronm ent and  p reva i l i ng  i nci den t  response  p ract i ces.  Fo r those  reasons,  the  NACD/ISA Di recto r’ s Handbook on  Cyber-Ri sk Oversi gh t exp l a i ns tha t
boards “shou l d  understand  the  l ega l  i m p l i ca t i ons o f  cyber ri sks as they re l a te  to  the i r [o rgan i za t i on ’s]  speci f i c ci rcum stances”,  and  recom m ends tha t
boards shou l d  have  “regu l a r sessi ons on  l ega l ,  regu l a to ry,  o r con tractua l  t rends” and  engage  ou tsi de  counse l  to  p rovi de  “a  m u l t i -cl i en t  and  i ndustry-wi de
perspect i ve  on  cyber-ri sk t rends”.

By:  Dan i e l  J.  M i cha l uk,  Brad l ey Freedm an

Servi ces:  Cybersecuri ty,  Pri vacy & Da ta  Pro tect i on,  Com p l i ance  wi th  Pri vacy & Da ta  Pro tect i on,  Un i ve rsi t i es and  Co l l eges
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