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PERSPECTIVE

A review of Canada’s vehicle cybersecurity guidance
Connected  and  au tom ated  veh i cl es (CAVs) p resen t  opportun i t i es and  ri sks fo r Canada ’s t ransporta t i on  i ndustry.  CAVs have  a  num ber o f  va l uab l e  fea tu res
tha t  cou l d  enhance  sa fe ty,  e ff i ci ency and  accessi b i l i ty o f  roads.  However,  due  to  the i r soph i st i ca ted  system s and  connect i vi ty to  exte rna l
com m un i ca t i on  devi ces and  i n f rastructu re ,  CAVs p resen t  nove l  cybersecuri ty ri sks tha t  can  th rea ten  the  sa fe ty and  p ri vacy o f  passengers.

I t  i s aga i nst  th i s backdrop  tha t  i n  M arch  2020 ,  T ransport  Canada  pub l i shed  Canada ’ s Veh i cl e  Cyber Securi ty Gu i dance (Gu i dance),  wh i ch  p rovi des a
ri sk-based  approach  fo r o rgan i za t i ons i nvo l ved  i n  the  au tom ot i ve  i ndustry to  assi st  wi th  i den t i fyi ng ,  m anag i ng  and  de tect i ng  cybersecuri ty ri sks
th roughou t  a  veh i cl e ’s l i fe  cycl e .

A l though  the  Gu i dance  focuses on  cybersecuri ty ra the r than  p ri vacy,  the  ove rl app i ng  consi de ra t i ons en ri ch  the  conversa t i on  concern i ng  the  re fo rm  o f
Canada ’s p ri vacy l aws i n i t i a ted  by the  pub l i ca t i on  o f  the  federa l  governm ent ’s 2019  Di g i ta l  Charte r.  In  pa rt i cu l a r,  the  Gu i dance ’s endorsem ent o f  the
deve l opm ent o f  an  i ndustry code  o f  p ract i ce  speaks d i rect l y to  an  i m portan t  aspect  o f  tha t  d i scussi on .  Wh i l e  the  CAV ecosystem  cou l d  bene f i t  f rom  the
art i cu l a t i on  o f  i ndustry no rm s and  best  p ract i ces,  how these  wi l l  f i t  i n to  a  fu tu re  regu l a to ry schem e rem a i ns to  be  seen .

Be l ow, we  revi ew the  key aspects o f  the  approach  taken  and  concl ude  wi th  som e com m ents on  i ts i n te ract i on  wi th  p ri vacy l aws i n  the  con text  o f
an t i ci pa ted  l ega l  re fo rm s.

The four principles

T he  Gu i dance  ou t l i nes fou r techno l ogy-neu tra l  and  non-p rescri p t i ve  p ri nci p l es desi gned  to  enhance  the  cybersecuri ty o f  CAVs by i den t i fyi ng ,
m on i to ri ng  and  respond i ng  to  re l a ted  ri sks.  T hose  p ri nci p l es a re :

Iden t i fy and  m anage  cybersecuri ty ri sks;

Pro tect  the  veh i cl e  ecosystem  by i m p l em ent i ng  adequa te  sa feguards;

De tect ,  m on i to r and  respond  to  cybersecuri ty even ts;  and

Recover f rom  cybersecuri ty even ts sa fe l y and  qu i ckl y.

T he  Gu i dance ’s ri sk-based  approach  i s i n f l uenced  heavi l y by exi st i ng  gu i dance  docum ents,  i ncl ud i ng  those  by the  U.S.  Na t i ona l  Inst i tu te  o f  S tandards
and  Techno l ogy and  the  Au tom ot i ve  In fo rm at i on  Shari ng  and  Ana l ysi s Cen tre .  A l though  the  Gu i dance  o ffe rs a  un i que l y Canad i an  pe rspect i ve  to  the
i ssue  o f  cybersecuri ty i n  the  au tom ot i ve  i ndustry,  i t  genera l l y fo l l ows a  b roader g l oba l  t rend  towards non-p rescri p t i ve  cybersecuri ty p ri nci p l es espoused
by o the r j u ri sd i ct i ons.

As m en t i oned ,  a l though  the  Gu i dance  concen tra tes on  cybersecuri ty ra the r than  p ri vacy and  da ta  p ro tect i on ,  i t  i s i n te rest i ng  to  no te  tha t  the  p ri nci p l es
expressed  i n  the  Gu i dance  pa ra l l e l  i n  som e respects those  found  under the  federa l  Persona l  In fo rmat i on  Pro tect i on  and  E l ectron i c Documents Act
(P IPEDA).  Indeed ,  m en t i on  o f  P IPEDA and  the  i nst i tu t i ons tha t  adm i n i ste r and  en fo rce  i t  su rfaces a t  seve ra l  po i n ts,  and ,  as d i scussed  fu rthe r be l ow,
no t i ons o f  accoun tab i l i ty,  t ransparency and  “appropri a te ” (i .e .  com m ensura te ) secu ri ty sa feguards a re  a t  the  fo re fron t  o f  the  Gu i dance ’s ri sk-based
approach .

Ident iy ing and managing cybersecurity  risks

Cybersecuri ty governance :  Organ i za t i ons a re  advi sed  to  deve l op  fo rm a l ,  docum ented  governance  f ram eworks tha t  cl ea rl y i den t i fy ro l es and
responsi b i l i t i es wi th i n  the i r o rgan i za t i ons re l a ted  to  m anag i ng  cybersecuri ty ri sks.  In  o rde r to  be  e ffect i ve ,  sen i o r execu t i ves shou l d  cham p i on  these
fram eworks and  they shou l d  be  revi ewed , assessed  and  i m proved  regu l a rl y.

Ri sk m anagem ent f ram eworks: A ri sk-based  approach  a l so  requ i res o rgan i za t i ons to  adop t  a  docum ented  ri sk m anagem ent st ra tegy tha t  addresses
ri sks to  ensure  the  sa fe ty o f  cri t i ca l  system s and  pe rsona l  i n fo rm at i on .  In  add i t i on ,  o rgan i za t i ons a re  encouraged  to  i m p l em ent asse t  m anagem ent
p ract i ces to  i nven to ry veh i cl e  and  equ i pm ent com ponen ts,  i ncl ud i ng  da ta  asse ts,  and  assess the i r va l ue  fo r the  pu rposes o f  i m p l em ent i ng
appropri a te  ri sk-based  securi ty con tro l s.

Supp l y cha i n  securi ty: Gi ven  CAVs’ “heavi l y-t i e red  and  i ncreasi ng l y non-t rad i t i ona l  supp l y cha i n ,”  responsi b i l i ty fo r p ro tect i ng  cybersecuri ty shou l d
be  shared  by a l l  acto rs i nvo l ved  i n  th i s supp l y cha i n .  T hus,  the  Gu i dance  suggests i m posi ng  con tractua l  m easures on  se rvi ce  p rovi de rs,  vendors and
sub-con tracto rs to  guaran tee  tha t  they respect  speci f i c secu ri ty requ i rem en ts.  Accord i ng  to  the  Gu i dance ,  these  m easures need  aud i t i ng  regu l a rl y,
acco rd i ng  to  a  p rede te rm i ned  schedu l e .

Protect ing the vehic le ecosystem

Layered  cyber de fences:  Avo i d i ng  an  ove rl y fo rm a l i st i c se t  o f  techn i ca l  so l u t i ons,  the  Gu i dance  focuses on  a  “de fence-i n -dep th ” approach  tha t  l aye rs
cybersecuri ty so l u t i ons and  se ts ou t  a  num ber o f  ove rl app i ng  “securi ty goa l s, ” i ncl ud i ng  appropri a te  securi ty con tro l s,  da ta  securi ty usi ng  adap ted
cryp tog raph i c techn i ques,  secu re  i n te rna l  and  exte rna l  com m un i ca t i ons,  i den t i ty m anagem ent and  access con tro l ,  secu re  so f tware  deve l opm ent,
and  secure  upda tes.

Pri vacy p ro tect i on  and  i n fo rm at i on  p ro tect i on  p rocedures:  T he  Gu i dance  acknowl edges tha t  Canad i an  p ri vacy l aws –  i ncl ud i ng  PIPEDA and
substan t i a l l y si m i l a r p rovi nci a l  l aws –  a re  d i ff i cu l t  to  app l y to  pa rt i cu l a r i ndustri es tha t  p resen t  nove l  p ri vacy cha l l enges due  to  the i r techno l og i ca l l y
neu tra l  l anguage .  T h i s i s pa rt i cu l a rl y t rue  o f  CAVs, as the re  a re  a  num ber o f  i ndustry stakeho l de rs tha t  m ay share  va ryi ng  degrees o f  responsi b i l i ty
fo r com p l yi ng  wi th  Canad i an  p ri vacy l aws.  In  th i s con text ,  i t  i s no t  read i l y cl ea r how ce rta i n  p ri vacy p ri nci p l es,  such  as consen t ,  da ta  m i n i m i za t i on
and  pu rpose  l i m i ta t i on ,  shou l d  be  respected ,  especi a l l y consi de ri ng  the  “unpreceden ted  am oun ts o f  da ta  on  passenger m ovem ents and  m ob i l i ty
hab i ts” tha t  cou l d  be  co l l ected  by these  veh i cl es.  T h i s l a rge  vo l um e o f  da ta  m ay be  used  i n  a  num ber o f  ways tha t  a re  ne i the r obvi ous no r apparen t
to  the  ave rage  consum er,  wh i ch  ra i ses concerns abou t  ove r-co l l ect i on  and  m i suse  o f  pe rsona l  i n fo rm at i on .

Desp i te  these  i ssues,  the  Gu i dance  o ffe rs scan t  recom m enda t i ons i n  te rm s o f  app l yi ng  Canad i an  p ri vacy l aw p ri nci p l es wi th  respect  to  CAVs, p re fe rri ng
i nstead  to  focus on  the  fu tu re  deve l opm ent o f  an  i ndustry-speci f i c code  o f  best  p ract i ces.  Indeed ,  acco rd i ng  to  the  Gu i dance ,  the  Canad i an  governm ent
has com m i t ted  to  worki ng  wi th  the  Off i ce  o f  the  Pri vacy Com m i ssi oner o f  Canada  and  o the r stakeho l de rs to  deve l op  an  i ndustry-speci f i c code  o f  best
p ract i ces fo r p ri vacy p ro tect i on .  T h i s i dea  a l so  f i nds support  i n  ea rl i e r sta tem en ts m ade  by Innova t i on ,  Sci ence  and  Econom i c Deve l opm ent Canada
(ISED) regard i ng  PIPEDA’s re fo rm , i n  wh i ch  ISED no ted  tha t  i t  i s con tem p l a t i ng  crea t i ng   a  fo rm a l  ro l e  fo r codes,  standards and  ce rt i f i ca t i on  under
PIPEDA.
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Tra i n i ng  and  Awareness Prog ram s: Organ i za t i ons shou l d  i m p l em ent adequa te  t ra i n i ng  and  awareness p rog ram s to  i n fo rm  re l evan t  stakeho l de rs,
i ncl ud i ng  em p l oyees,  use rs and  owners,  abou t  po ten t i a l  cybersecuri ty ri sks.

Detect ing, monitoring and responding to cybersecurity  events

Even t de tect i on ,  m on i to ri ng  and  ana l ysi s and  vu l ne rab i l i ty m anagem ent p l an : Organ i za t i ons shou l d  have  m easures i n  p l ace  to  rap i d l y de tect ,
m on i to r and  ana l yze  cybersecuri ty th rea ts and  vu l ne rab i l i t i es i n  the i r opera t i ng  envi ronm ent.  In  tu rn ,  th i s i n fo rm at i on  shou l d  be  shared  i n te rna l l y
and  exte rna l l y to  m axi m i ze  i ts i m pact .

Securi ty aud i ts: T he  Gu i dance  recom m ends tha t  secu ri ty best  p ract i ces and  con tro l s be  ve ri f i ed  th rough  regu l a r,  ob j ect i ve ,  i ndependen t  and
docum ented  assessm ents and  pe ri od i c aud i ts,  i ncl ud i ng  pene tra t i on  test i ng  o f  system s, ne tworks and  app l i ca t i ons.

Inci den t  m anagem ent and  response : Organ i za t i ons shou l d  i m p l em ent a  robust  i nci den t  m anagem ent p l an  to  respond  to  cybersecuri ty i nci den ts i n  a
m ethod i ca l ,  co -o rd i na ted  way.  Response  p rocesses,  ro l es and  responsi b i l i t i es,  i nci den t  con ta i nm en t m easures and  esca l a t i on  p rocedures a re  som e
of the  key a reas tha t  need  cl ea r i den t i fyi ng  and  de f i n i ng  i n  the  p l an .

Recovering safely and quick ly from cybersecurity  events

Inci den t  recovery: T he  Gu i dance  ou t l i nes a  num ber o f  steps o rgan i za t i ons shou l d  take  to  recover f rom  a  cybersecuri ty i nci den t .  T hese  i ncl ude
conduct i ng  a  post-i nci den t  ana l ysi s and  system  d i agnost i cs i n  o rde r to  i den t i fy associ a ted  vu l ne rab i l i t i es,  take  rem ed i a l  m easures and  docum ent
l essons l ea rned .

Partne rsh i p  bu i l d i ng  and  i n fo rm at i on  shari ng : T h roughou t  the  Gu i dance ,   em phasi s i s p l aced  on  co l l abo ra t i on  be tween  the  va ri ous stakeho l de rs
i nvo l ved  i n  the  au tom ot i ve  i ndustry,  i ncl ud i ng  m anu factu re rs,  supp l i e rs,  se rvi ce  p rovi de rs and  governm ent bod i es.

Cybersecuri ty as a  p rocess o f  con t i nuous i m provem ent: T he  Gu i dance  genera l l y recogn i zes tha t  e l i m i na t i ng  a l l  cybersecuri ty ri sks wi th  respect  to
CAVs i s no t  feasi b l e  o r rea l i st i c.  As such ,  the  Gu i dance  focuses on  the  need  to  l ea rn  th rough  pe ri od i c revi ews and  aud i ts o f  secu ri ty system s, by
docum ent i ng  l essons l ea rned  and  app l yi ng  those  l essons i n  the  fu tu re .

Conclusion

T he  Gu i dance  rep resen ts an  i m portan t ,  a l be i t  cau t i ous,  step  towards deve l op i ng  a  com prehensi ve  cybersecuri ty regu l a to ry f ram ework fo r CAVs, bu t  we
can  expect  fu tu re  l eg i sl a t i ve  deve l opm ents to  p rovi de  g rea te r cl a ri ty,  especi a l l y re l a ted  to  PIPEDA’s an t i ci pa ted  re fo rm . I t  rem a i ns to  be  seen  whe the r
th i s i s vi a  regu l a to ry requ i rem en ts o r a  best  p ract i ces code .  T h i s wi l l  depend  on  whe the r the  l ega l  re fo rm s to  Canad i an  p ri vacy l aws m a i n ta i n  a
techno l ogy-neu tra l  approach .  Even  i f  those  re fo rm s do  f i nd  a  p l ace  fo r codes,  however,  i t  wou l d  be  p rem atu re  to  expect  th i s to  m an i fest  as a  fu l l y-
f l edged  se l f -regu l a to ry reg i m e  fo r cybersecuri ty.

In  Streng then i ng  Pri vacy fo r the  Di g i ta l  Age ,  ISED no ted  tha t  i n teg ra t i ng  codes and  standards wi th i n  Canada ’s federa l  p ri vacy sta tu te  m ay se rve  to
enhance  t ransparency and  ce rta i n ty fo r i nd i vi dua l s,  p rom ote  i n te roperab i l i ty be tween  i n te rna t i ona l  p ri vacy l aw f ram eworks and  re l i eve  regu l a to rs o f
com p l i ance  work.  In  tha t  sam e docum ent,  however,  ISED h i gh l i gh ts concerns ove r en fo rceab i l i ty o f  these  se l f -regu l a to ry reg i m es,  no t i ng  tha t  wi thou t
appropri a te  ove rsi gh t ,  they can  be  a t  best  m ean i ng l ess and  a t  worst  decep t i ve .

In  th i s respect ,  ISED suggests p roact i ve  ove rsi gh t  by the  Off i ce  o f  the  Pri vacy Com m i ssi oner o f  Canada .  Gi ven  the  quasi -const i tu t i ona l  cha racte r o f
p ri vacy l aws,  we  wou l d  no t  expect  ISED to  de l ega te  regu l a to ry au tho ri ty i n  th i s dom a i n  to  a  CAV se l f -regu l a to ry body i n  any robust  sense .  To  the  exten t
tha t  T ransport  Canada  wou l d  support  a  se l f -regu l a to ry body fo r CAVs tha t  i ncl uded  cybersecuri ty,  these  consi de ra t i ons wou l d  have  an  i m pact  on  the
scope  o f  such  a  body’s au tho ri ty and  ove rsi gh t  powers.

I t  bea rs m en t i on i ng  tha t  the re  i s a l so  a  ce rta i n  tensi on  be tween  the  ri sk-based  f ram ework the  Gu i dance  p roposes and  the  b roader t rend  towards a  ri gh ts-
based  approach  to  p ri vacy l aw.  Wh i l e  no t  i n  fo rm a l  opposi t i on ,  ri gh ts-based  approaches tend  to  re l y on  ana l yses o f  necessi ty and  p roport i ona l i ty ra the r
than  ri sk,  and  consequen t l y tend  to  be  be t te r adap ted  to  dea l i ng  wi th  po ten t i a l  i n f ri ngem ents o f  i nd i vi dua l  ri gh ts i n  the  face  o f  em erg i ng  techno l og i ca l
deve l opm ents and  o the r new con texts.  To  the  exten t  tha t  Canada  adop ts a  ri gh ts-based  f ram ework i n  the  course  o f  re fo rm i ng  i ts p ri vacy l aws,  fo rm a l
regu l a to ry endorsem ent o f  a  ri sk-based  approach  seem s un l i ke l y.

Th i s a rt i cl e  w as co -w ri t ten  by Andy Nagy,  Art i cl i ng  Studen t .
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