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Allocating Risk in the Payments
Industry

To some, the allocation of risk in the bills of exchange system
may seem arbitrary, but in my view a necessary and coherent
rationale sustains this allocation. With respect to forged
endorsements, for example, no party in particular is in any better
position to detect the fraud than any other. It is a risk that all
parties must bear, including collecting banks. It is a price that
must be paid if one wishes to enjoy the significant benefits of the
… scheme, not the least of which is, from the bank's perspective,
the facilitation of huge numbers of financial dealings conducted
rapidly, and without overwhelming transaction costs.

National Holdings Ltd. v. CIBC et al., 2005 BCSC 369 (CanLII) – citing Boma Manufacturing Ltd.
v. Canadian Imperial Bank of Commerce, 1996 CanLII 149 (SCC)
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Agenda

1) Overview – privacy, cyber-risks and business impact

2) Structural and Legal framework:
* Quick History of Banking and Payment Cards
* Fraud Risk and Privacy
* Regulatory Regimes

3) PCI – DSS Compliance

4) Cyber Liability Insurance

5) Dispute Resolution



The New Paradigm of Risk in Payments:
Choose: a pile of cash vs. insecure data

Sensitive Data – an organization’s own commercially
sensitive data. (e.g. business plans or secret formulae.)

Protected Data – data collected from another
organization/person that is subject to an express/implied
contractual or legal duty to protect. (e.g. payment card
information, information subject to contractual
confidentiality obligations.)

Regulated Data – data that is subject to statutory
regulation.
(e.g. personal information or personal health information)



Overview:
A few key definitions

Cyber-risk – any risk of damage, loss or liability (e.g. financial loss, business
disruption loss, loss to stakeholder value, legal non-compliance liability or
reputational harm) to an organization resulting from a failure/breach of
information technology systems or protocols (internal or external) used
(directly or indirectly) by the organization. Constantly evolving and infinitely
variable.

Data breach – any unauthorized access, use or disclosure of
regulated/protected data.

Cybersecurity – technologies, processes and practices designed to protect
information technology systems and related data (internal or external) from
attack, damage/disruption or unauthorized access.

PCI DSS - Payment Card Industry Data Security Standard
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Overview – A partial list of cyber-risks
and business impact

1. Direct loss of funds.

2. Media attention and reputational harm.

3. Mitigation expenses: notices, card re-issuance, advertising,
Potential loss of access to payments networks.

4. Business interruption.

5. Privacy complaints.

6. Payment Network compulsory investigation: fines, penalties,
attribution of costs and losses, and system repair.

7. Regulatory reviews and sanctions (FCAC, Privacy, OSFI).

8. Claims by business partners.

9. Prospective loss of customers/clients.

10. Class actions and litigation expenses.
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Structural and Legal framework:
How we got here

• Financial institutions have long had traditional duties
of customer confidentiality for personal information.

• Financial institutions and Payments Industry are at
the forefront of many developments in the law dealing
with privacy issues affecting everything from:
a) the limits of response to inquiries;
b) disclosure issues in investigations;
c) mass tort data breach; and
d) fraud risk

• Legal challenges affect all participants in payment
web.
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A Quick Tour of Confidentiality in
Financial Institutions

The traditional common law qualifications for banker
confidentiality and disclosure came under four heads:

a) where disclosure is under compulsion by law;

b) where there is a duty to the public to disclose;

c) where the interests of the bank require disclosure;

d) where the disclosure is made with express or
implied consent of the customer.
Tournier v. National Provincial & Union Bank of England, [1924] 1 K.B. 461
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The Statutory Framework for
Confidentiality in the Financial Sector

• Personal Information Protection and Electronic
Documents Act, ("PIPEDA") – applicable to Federally
Regulated Institutions – i.e. Banks

• Personal Information Protection Act (“PIPA”) –
applicable to BC Provincially Regulated Institutions –
i.e. Credit Unions

• Plus, a host of non-industry specific laws such as
Privacy Act, Business Practices and Consumer
Protection Act, etc.
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How we got here.
Where’s here anyway?

• Banker/Customer Relationship – Historically bi-party
and contractual. Fraud and data loss risks limited
when on paper and before digital storage. Local use.
Essentially limited to balance of account or via
damages for breach of confidentiality or defamation.
(e.g. Murano v. Bank of Montreal, 1998 CanLII 5633 (ON CA) - $5million loss for breach)

• Historically, a contract governing a bank account
consisted mainly of implied terms. Those were
developed by the common law courts, and some of
them were later codified in what became the Bills of
Exchange Act. B.M.P. Global Distribution Inc. v. Bank of Nova Scotia, [2009] 1

SCR 504, 2009 SCC 15 (CanLII)

11



Common Law Risk Allocation:
Contest between innocents

• "... which of two innocent parties is to suffer for the fraud
of a third". The two parties are innocent in the sense that
they were not guilty of wrongdoing as against any other
person, but as between the two innocent parties there
remains a distinction significant in the law, namely, that
the respondents, by their carelessness, have exposed the
innocent appellant to risk of loss, and even though no duty
in law was owed by the respondents to the appellant to
safeguard the appellant from such loss, nonetheless the
law must take this discarded opportunity into account.”
Marvco Color Research Ltd. v. Harris et al., 1982 CanLII 63 (SCC), [1982] 2 S.C.R. 774,

• In reality, this test is usually messy…..

12



Bills of Exchange to Payment Cards:
A 30 year “revolution” in legal thinking

• Re: Charge Card Services Ltd., [1986] 3 All England
Reports 289, “as, to put it in a nutshell, a transaction
which has no close analogy and is the synergistic
result of three separate bilateral agreements.” (as cited in

North Shore Credit Union v. Cumis General Insurance Co. et al, 2001 BCSC 1878 (CanLII)/
appealed North Shore Credit Union v. Cumis General Insurance, 2003 BCCA 692 (CanLII) –
early post-internet cyber-breach leading to insurance loss claim by credit union)

• Multi-party intertwined relationships have always
challenged common law courts for labeling according
to historic legal concepts or assigning responsibility
for emerging new losses.
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Bills of Exchange to Payment Cards:
A 30 year “revolution” in legal thinking

• MasterCard International Inc. (“MasterCard”) imposed
$4,929,479.30 USD in assessments for “operational
reimbursement” and “fraud recovery” (the “Assessments”)
arising out of an alleged intrusion into Aldo’s credit card
processing system in September 2008. MasterCard collected the
Assessments from Aldo’s banks, the Bank of Montreal (“BMO”)
and its affiliate Harris National Association (“Harris”)
(collectively the “Banks”). The Defendant, Moneris Solutions
Corporation (“Moneris”), a processor of MasterCard
transactions, subsequently debited Aldo’s account for the
amount of the Assessments.
Aldo Group v Moneris Solutions, 2015 ONSC 2084 (CanLII)
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Bills of Exchange to Payment Cards:
A 30 year “revolution” in legal thinking

• MasterCard operates a global payment solutions network that
regulates the interchange of credit and debit card (“Payment
Cards”) transactions between banks that accept Payment Card
transactions (“acquiring banks”) and banks that issue those
cards to customers (“issuing banks”).

• All banks in the MasterCard network enter into a license
agreement with MasterCard and become a MasterCard Member
(“Member”). The license agreement authorizes the Member to
use MasterCard trademarks and service marks on condition that
it comply with, among other things, the rules, policies and
operating regulations adopted by MasterCard from time to time
(the “Standards”).
Aldo Group v Moneris Solutions, 2015 ONSC 2084 (CanLII)
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Bills of Exchange to Payment Cards:
A 30 year “revolution” in legal thinking

• The Standards include MasterCard’s Security Rules which,
among other things, oblige the Members to cause their
merchants to comply with certain requirements for the security
of MasterCard account data known as the Payment Card
Industry Security Standards (“PCI DSS”). The Standards require
the implementation of security controls and maintenance of
processes which can identify and contain security breaches and
security breach attempts. The MasterCard Security Rules set
down procedures for dealing with an Account Data Compromise
Event (“ADC Event”) which is an occurrence that results, directly
or indirectly, in the unauthorized access to or disclosure of
MasterCard account data. MasterCard may hold its Member
acquiring bank(s) responsible for an ADC Event.
Aldo Group v Moneris Solutions, 2015 ONSC 2084 (CanLII)
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Legal Context and Implications on
historic banking

• Banker/Customer relationship defined by contract.

• Expectation of confidentiality and privacy.

• Risk allocation for loss from fraud or breach of
confidentiality addressed by express terms of contract,
implied terms, and by common law concepts.

• Bills of Exchange Act codified multi-party risk allocation.

• Payment cards seen as sui generis. Developed risk
allocation concepts from banking fundamentals and
common law perspectives defined by contractual matrix.

• Conclusion: Business risk allocation is contractual.

• PCI DSS developed to mitigate and allocate risk.
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PCI – DSS Compliance
High Level

Build and Maintain a Secure Network

and Systems

1. Install and maintain a firewall

configuration to protect cardholder data

2. Do not use vendor-supplied defaults for

system passwords and other security

parameters

Protect Cardholder Data 3. Protect stored cardholder data

4. Encrypt transmission of cardholder data

across open, public networks

Maintain a Vulnerability Management

Program

5. Protect all systems against malware and

regularly update anti-virus software or

programs

6. Develop and maintain secure systems

and applications
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PCI – DSS Compliance
High Level
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Implement Strong Access Control

Measures

7. Restrict access to cardholder data by

business need to know

8. Identify and authenticate access to system

components

9. Restrict physical access to cardholder data

Regularly Monitor and Test Networks 10. Track and monitor all access to network

resources and cardholder data

11. Regularly test security systems and

processes

Maintain an Information Security Policy 12. Maintain a policy that addresses

information security for all personnel



PCI – DSS Compliance
Loss Allocation – Conclusion and argument

• Merchants and participants are required to comply
with PCI - DSS. Matrix relies on weakest links.

• ‘No compliant participant ever suffered loss.’

• Compliance is more than just passing regular audits.
It’s real time. PCI DSS is dynamic. So is compliance.

• ‘If merchant or participant experiences data-breach
incident, then they must not have been compliant at
time of breach.’

• Therefore, loss allocation as between ‘two innocents’
theory, and under contract, places loss to non-
compliant merchant.
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PCI – DSS Compliance
Loss Allocation – Conclusion

*Reality Check:
When fraud/data breach occurs, financial loss must land
somewhere on the chain between or among:
* cardholder;
* card issuer;
* payment network operator;
* acquirer; or
* merchant.
Merchants that receive/retain personal data are frequently the
weakest link and the biggest risk to the system.
Why shouldn’t those participants bear presumptive contractual
responsibility for those losses?

*Solutions?
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Outsourcing Card Payments:
Choice of provider - considerations

• What is included in processor’s incidence response plans?

• Has processor experienced any data breaches?

• Social media comments or complaints about processor?
Litigation history?

• How many years has processor been in service?

• Does processor run background checks on its employees/ISO?

• Contractual t&c offered on responsibility for PCI DSS
compliance.

• Dispute resolution procedures and jurisdiction.

• Indemnity.

• Insurance.
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Outsourcing Card Payments:
Choice of provider - considerations

• What are the services being provided?

• What are the risks and responsibilities being
assumed by the processor?

• If a data breach occurs that implicates the merchant
(or processor) how has the contract allocated
responsibility, indemnity and what are the financial
resources (insurance) that supports the indemnity?

• So, what are the potential claims arising from data
breach….
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No common law tort of breach of
privacy in British Columbia

• In Ladas v. Apple Inc., 2014 BCSC 1821, the court
confirmed there is no common law tort of breach of
privacy in British Columbia. (See also: Hung v. Gardiner, 2002 BCSC

1234 at para. 110, aff’d 2003 BCCA 257; Albayate v. Bank of Montreal 2015 BCSC 695 )

• But….B.C. is not the only jurisdiction and breach of
privacy is not the only claim…

• Consider primary claims exposure and potential for
third party liability, vicarious liability and contractual
indemnities that may be triggered
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Privacy Act, R.S.B.C.1996, c. 373:
Statutory Cause of Action

• 1(1) It is a tort, actionable without proof of damage, for a
person, wilfully and without a claim of right, to violate the
privacy of another.
(2) The nature and degree of privacy to which a person is
entitled in a situation or in relation to a matter is that which
is reasonable in the circumstances, giving due regard to
the lawful interests of others.
(3) In determining whether the act or conduct of a person
is a violation of another's privacy, regard must be given to
the nature, incidence and occasion of the act or conduct
and to any domestic or other relationship between the
parties.
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The Tort of Breach of Privacy

• Four common law provinces currently have a statutorily
created tort of invasion of privacy: British Columbia, Privacy

Act, R.S.B.C. 1996 c. 373; Manitoba, Privacy Act, R.S.M. 1987 c.P125;
Saskatchewan, Privacy Act, R.S.S. 1978, c. P-24; and Newfoundland,
Privacy Act, R.S.N. 1990, c.P-22.

• All four Privacy Acts are similar. They establish a limited
right of action, whereby liability will only be found if the
defendant acts wilfully (not a requirement in Manitoba) and
without a claim of right. Moreover, the nature and degree
of the plaintiff’s privacy entitlement is circumscribed by
what is “reasonable in the circumstances”. Jones v. Tsige,

2012 ONCA 32
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How are breach/erroneous reporting
claims asserted?

• No common law tort of invasion or breach of privacy exists in British
Columbia: Hung v. Gardiner, 2002 BCSC 1234 (CanLII) at para. 110 aff’d 2003 BCCA 257 (CanLII)

• The relationship between the credit reporting agency and the appellant
is that he is the subject of one or more credit reports prepared and
published by the respondents. It is the respondents that have chosen to
provide information about the appellant to third party credit grantors. It
is reasonably foreseeable that if the respondents are negligent in the
way they gather and report information, and if they report inaccurate
information, their actions could cause credit grantors to either deny
credit or to charge more than they otherwise would. To the extent that a
person such as the appellant authorizes, either expressly or impliedly,
the gathering and reporting of credit information ... it is fair to say that
any such authorization would normally be limited to accurate and non-
negligent reporting. Haskett v. Equifax Canada Inc. et al. (2003), 2003 CanLII 32896 (ON CA),
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Intrusion upon seclusion:

• One who intentionally intrudes, physically or
otherwise, upon the seclusion of another or his
private affairs or concerns, is subject to liability to the
other for invasion of his privacy, if the invasion would
be highly offensive to a reasonable person.

• A claim for intrusion upon seclusion will arise only for
deliberate and significant invasions of personal
privacy.
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Front Lines for Data Breach Class Actions:

Evans v. The Bank of Nova Scotia:

Bank employee intentionally compromised and sold client info.

Post discovery bank notified clients promptly, compensated, but...

Class action certified (but not yet decided on):

a) Vicarious liability of the Bank for employee’s tort of intrusion
upon seclusion or his breach of duty of good faith;

b) Negligence of the Bank in failing to adequately supervise
employee;

c) Breach of contract by the Bank;

d) Liability of Bank on the basis of waiver of tort; and

e) Liability of the Bank for damages for emotional stress,
hardship and inconvenience for any of the alleged causes of
action, 2014 ONSC 2135 .
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Obviously, be careful what you say:

• Judgment for $3,907,389 for damages, plus, plus:
“It might be thought that the gravamen of Mr.
Murano's complaint was not so much that confidential
information was disclosed but, rather, that the
"information" that was disclosed was both wrong and
harmful to him. It was defamatory. This part of the
case was not pleaded, nor argued, as one of
defamation and so I will say nothing further on this. (It
may be noted that in the leading case of Tournier two
causes of action were pleaded, slander and breach of
confidentiality.)” Murano v. Bank of Montreal, 1998 CanLII 5633 (ON CA)
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Also, be careful who you say it to:

• “I do not think the BNS has demonstrated that the PIPEDA
permitted disclosure in this case. For similar reasons I do
not think that the BNS can rely on the Privacy Act to
permit the disclosure. Section 1(2) of the Privacy Act
states that “the nature and degree of privacy to which a
person is entitled in a situation or in relation to a matter is
that which is reasonable in the circumstances, giving due
regard to the lawful interests of others.” What is
reasonable in the circumstances is that the BNS adhere to
its duty of confidentiality as set out in CIBC v. Sayani.”

B.M.P. Global Distribution Inc. et al v. Bank of Nova Scotia, 2005 BCSC 1091 (CanLII)

31



No evidence of damage does not mean
no damages

• “…the damages awarded to the plaintiffs for the BNS’
contravention of the Privacy Act should be low…..the plaintiffs
have not clearly shown that there was any damage to their
reputations or that there will be any long lasting detrimental
effect due to the disclosure. In the result, I fix the plaintiffs’

damages at $2,500.”
B.M.P. Global Distribution Inc. et al v. Bank of Nova Scotia, 2005 BCSC 1091 (CanLII)

• “Having reviewed the evidence, I am not satisfied that Ms.
Albayate has established she suffered any damages as a result
of the bank’s conduct…. The case law indicates that when a
party is not able to prove damages for breach of privacy or
breach of contract, nominal damages should be awarded.”
Albayate v. Bank of Montreal, 2015 BCSC 695 (CanLII)
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What is Wilfully and
Without Claim of Right:

• The word "wilfully" does not apply broadly to any
intentional act that has the effect of violating privacy
but more narrowly to an intention to do an act which
the person doing the act knew or should have known
would violate the privacy of another person.

• "without a claim of right"....an honest belief in a state
of facts which, if it existed, would be a legal
justification or excuse
Hollingsworth v. BCTV, a division of Westcom TV. Group Ltd., 1998 CanLII 6527 (BC CA)
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Is delay or omission “Wilful”:
Absence of evidence equated with “wilful”

• “..the bank has no records of whether the change was
requested, if so, by whom, and no explanation as to
how the change of address occurred. It is difficult to
accept the bank’s argument that the conduct was not
“wilful” and the employee had “an honest belief in a
state of facts which, if it existed, would be a legal
justification or excuse” when the employee who made
the change has no explanation as to why the change
was made.”
Albayate v. Bank of Montreal, 2015 BCSC 695 (CanLII)
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Delay as “Wilful” conduct:
An expectation of perfection?

• “…the evidence from Equifax was that all complaints
are put into a queue to be dealt with in turn, and that it
was miraculous that it only took eleven business
days, does not exonerate them in any fashion. They
had received documents from Neil, in the form of a
copy of the judgment resulting in the notation on his
credit file. These documents alone should have
resulted in an immediate change to his credit file.
Result: Plaintiff awarded damages: $448.00 for loss of
billable hours; and $4,500.00 as punitive or exemplary
damages. Neil v. Equifax Canada Inc., 2005 SKPC 105 (CanLII)
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You need to know the risk to plan for them
Contractual terms

• Disaster Planning: contracts only matter when things
go wrong. T&C must consider situational risks.

• Notification Requirements: Regulators, Police, Third
party service providers, clients, banking
relationships, credit bureaus, insurance, etc.

• Remediation Requirements: prevention and technical
support to investigate and prevent further breach

• Mitigation Requirements: requirements to prevent
misuse of lost data, liability for loss, indemnities,
insurance, etc.
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Data Breach for Litigators:
From the mundane to new class claims

• Breach of personal privacy

• Intrusion upon seclusion

• Injunctive relief and a revival for Marevas, Anton
Pillers and Norwich Pharma orders for copyright
breach, theft of industrial secrets and piracy

• Compliance Regimes and Regulatory Sanctions

• Coaching and coordinating the data breach team
through disclosures, mitigation, and public relations

• Defense in mass data breach class action claims
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Data Breaches, Infrastructure Attacks,
and Breach of Privacy Obligations

• For major attacks, (involving more than 10,000
records) estimated cost to deal with reporting and
remediation for each lost or stolen record was
$145/record. (Ponemon, 2014: Quantifying the Cost of Data Breach)

• For individualized breaches of privacy without
demonstrated actual pecuniary damages, court
awards range from $2,000 to $20,000 (See: Albayate v. Bank of

Montreal 2015 BCSC 695; Jones v. Tsige 2012 ONCA 32)

• The worry: Major Attack + Class Action +
application of individualized damage range =
Massive Loss
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Factors for Calculation of Damages for
Breach of Privacy

1. The nature, incidence and occasion of the
defendant's wrongful act;

2. The effect of the wrong on the plaintiff's health,
welfare, social, business or financial position;

3. Any relationship, whether domestic or otherwise,
between the parties;

4. Any distress, annoyance or embarrassment suffered
by the plaintiff arising from the wrong; and

5. The conduct of the parties, both before and after the
wrong, including any apology or offer of amends made
by the defendant.
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Data Breach: Disaster Response Team

• Plan Ahead for Contingencies. Develop a multi-team
plan for various ‘disaster scenarios’ – Don’t simply
wait to plan on the fly. Vet with legal, practice and
update regularly.

• Identify Goals: Prevent further breach, mitigate losses
to parties compromised, preserve reputation and
goodwill, and remediate weaknesses.

• Anticipate: regulatory investigation, police
investigation, client complaints, privacy complaints,
litigation and class actions.
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Data Breach: Disaster Response Team
Pre-assemble the Team before the event

• Multi-disciplinary Team Requirements:
a) Chief Privacy Officer plus key Executives;
b) internal PLUS external IT consultants;
c) risk officer;
d) public relations;
e) internal communications (call centre, mail);
f) general counsel;
g) external legal counsel – litigation, privacy.
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Data Breach: Disaster Response Team
The Plan – Day 1 - Discovery

• Understand the Facts as First Known

• Develop and Pursue Situational Investigation Plan

• Assign Responsibilities and Timing

• Prevent Further Loss

• Implement document generation and retention
protocols in anticipation of litigation

• Notifications – Public Relations

• Mitigation: Data Recovery – Injunctions

• Financial Relations and Reporting

• Anticipate Litigation
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Thank You
Ross McGowan -
Vancouver

604.640.4173

rmcgowan@blg.com
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