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Is Privacy Breach the Class Action Frontier
or part of a historic trend?

• Claims based on Privacy breach;

• Erroneous disclosures and defamation;

• The emerging confluence between nominal individual
damages and substantive class actions.
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Trends from the Perspective of
Financial Institutions

• Financial institutions have long had traditional duties
of customer confidentiality.

• Financial institutions are at the forefront of many
developments in the law dealing with privacy issues
affecting everything from
a) the limits of response to inquiries;
b) disclosure issues in investigations; and
c) to mass tort data breach.

• Review of legal challenges affecting financial
institutions is demonstrative of issues likely to affect
other businesses.
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A Quick Tour of Confidentiality in
Financial Institutions

The traditional common law qualifications for banker
confidentiality and disclosure came under four heads:

• a) where disclosure is under compulsion by law;

• b) where there is a duty to the public to disclose;

• c) where the interests of the bank require disclosure;

• d) where the disclosure is made with express or
implied consent of the customer.
Tournier v. National Provincial & Union Bank of England, [1924] 1 K.B. 461
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The Statutory Framework for
Confidentiality in the Financial Sector

• Personal Information Protection and Electronic
Documents Act, ("PIPEDA") – applicable to Federally
Regulated Institutions – i.e. Banks

• Personal Information Protection Act (“PIPA”) –
applicable to BC Provincially Regulated Institutions –
i.e. Credit Unions

• Plus, a host of non-industry specific laws such as
Privacy Act, Business Practices and Consumer
Protection Act, etc.
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PIPEDA’s exceptions for disclosure
without consent

• Disclosure without knowledge or consent

• 7. (3) For the purpose of clause 4.3 of Schedule 1, and
despite the note that accompanies that clause, an
organization may disclose personal information
without the knowledge or consent of the individual
only if the disclosure is

• (d) made on the initiative of the organization to an
investigative body, a government institution or a part
of a government institution and the organization
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PIPEDA’s exceptions for disclosure
without consent

• 7. (3) cont’d…
(i) has reasonable grounds to believe that the
information relates to a breach of an agreement or a
contravention of the laws of Canada, a province or a
foreign jurisdiction that has been, is being or is about
to be committed, or

• (h.2) made by an investigative body and the
disclosure is reasonable for purposes related to
investigating a breach of an agreement or a
contravention of the laws of Canada or a province. . .
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Implication of PIPEDA:
It defines privacy obligations

“In its essence, PIPEDA is a privacy statute. It restricts
disclosure of private information subject to certain
exemptions, one such exemption being the detection
and prevention of fraudulent activity. In such
circumstances, where reasonable grounds exist to
believe that a private entity has been, is, or is about to
be defrauded, limited information sharing between
private business organizations and private
investigative bodies is permitted for the purpose of
preserving and protecting the economic interests of
the business enterprise at risk.”
Royal Bank of Canada v. Ren, 2009 ONCA 48
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Option for use of PIPEDA:
Federal Court or use as standard of care

• The bank asserts that in the event Ms. Albayate is
making a claim under PIPEDA, she would have to
commence an action in Federal Court (ss. 2 and 14 of
the PIPEDA). I have been provided with no authority
for the proposition that this court has jurisdiction to
deal with a claim under the PIPEDA.
Albayate v. Bank of Montreal, 2015 BCSC 695 (CanLII)

• Option; PIPEDA S. 14 application in Federal Court: because the
recommendations in the Privacy Commissioner’s report are not
legally binding, applicants may bring a section 14 application to
have those recommendations enforced by a Court. The applicant
may also ask the Court to make other orders against the
respondent organization.

9



What can the Federal Court order in a
section 14 application?

• Section 16 of PIPEDA provides the Court with the
authority to award remedies to the complainant. The
Court is specifically empowered to:

a. Order an organization to correct its practices to
comply with sections 5 to 10 of PIPEDA;

b. Order the organization to publish a notice of any
of the actions taken or proposed to be taken to
correct its practices to comply with the Act;

c. Order the organization to pay damages,
including damages for humiliation suffered by the
complainant
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No common law tort of breach of
privacy in British Columbia

• In Ladas v. Apple Inc., 2014 BCSC 1821, the court
confirmed there is no common law tort of breach of
privacy in British Columbia. (See also: Hung v. Gardiner, 2002 BCSC

1234 at para. 110, aff’d 2003 BCCA 257; Albayate v. Bank of Montreal 2015 BCSC 695 )

• But….B.C. is not the only jurisdiction and breach of
privacy is not the only claim…

• Consider primary claims exposure and potential for
third party liability, vicarious liability and contractual
indemnities that may be triggered
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Privacy Act, R.S.B.C.1996, c. 373:
Statutory Cause of Action

• 1(1) It is a tort, actionable without proof of damage, for a
person, wilfully and without a claim of right, to violate the
privacy of another.
(2) The nature and degree of privacy to which a person is
entitled in a situation or in relation to a matter is that which
is reasonable in the circumstances, giving due regard to
the lawful interests of others.
(3) In determining whether the act or conduct of a person
is a violation of another's privacy, regard must be given to
the nature, incidence and occasion of the act or conduct
and to any domestic or other relationship between the
parties.
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The Tort of Breach of Privacy

• Four common law provinces currently have a statutorily
created tort of invasion of privacy: British Columbia, Privacy

Act, R.S.B.C. 1996 c. 373; Manitoba, Privacy Act, R.S.M. 1987 c.P125;
Saskatchewan, Privacy Act, R.S.S. 1978, c. P-24; and Newfoundland,
Privacy Act, R.S.N. 1990, c.P-22.

• All four Privacy Acts are similar. They establish a limited
right of action, whereby liability will only be found if the
defendant acts wilfully (not a requirement in Manitoba) and
without a claim of right. Moreover, the nature and degree
of the plaintiff’s privacy entitlement is circumscribed by
what is “reasonable in the circumstances”. Jones v. Tsige,

2012 ONCA 32
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How are breach/erroneous reporting
claims asserted?

• No common law tort of invasion or breach of privacy exists in British
Columbia: Hung v. Gardiner, 2002 BCSC 1234 (CanLII) at para. 110 aff’d 2003 BCCA 257 (CanLII)

• The relationship between the credit reporting agency and the appellant
is that he is the subject of one or more credit reports prepared and
published by the respondents. It is the respondents that have chosen to
provide information about the appellant to third party credit grantors. It
is reasonably foreseeable that if the respondents are negligent in the
way they gather and report information, and if they report inaccurate
information, their actions could cause credit grantors to either deny
credit or to charge more than they otherwise would. To the extent that a
person such as the appellant authorizes, either expressly or impliedly,
the gathering and reporting of credit information ... it is fair to say that
any such authorization would normally be limited to accurate and non-
negligent reporting. Haskett v. Equifax Canada Inc. et al. (2003), 2003 CanLII 32896 (ON CA),
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Intrusion upon seclusion:

• One who intentionally intrudes, physically or
otherwise, upon the seclusion of another or his
private affairs or concerns, is subject to liability to the
other for invasion of his privacy, if the invasion would
be highly offensive to a reasonable person.

• A claim for intrusion upon seclusion will arise only for
deliberate and significant invasions of personal
privacy.
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Front Lines for Data Breach Class Actions:

Evans v. The Bank of Nova Scotia:

Bank employee intentionally compromised and sold client info.

Post discovery bank notified clients promptly, compensated, but...

Class action certified (but not yet decided on):

a) Vicarious liability of the Bank for employee’s tort of intrusion
upon seclusion or his breach of duty of good faith;

b) Negligence of the Bank in failing to adequately supervise
employee;

c) Breach of contract by the Bank;

d) Liability of Bank on the basis of waiver of tort; and

e) Liability of the Bank for damages for emotional stress,
hardship and inconvenience for any of the alleged causes of
action, 2014 ONSC 2135 .
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Obviously, be careful what you say:

• Judgment for $3,907,389 for damages, plus, plus:
“It might be thought that the gravamen of Mr.
Murano's complaint was not so much that confidential
information was disclosed but, rather, that the
"information" that was disclosed was both wrong and
harmful to him. It was defamatory. This part of the
case was not pleaded, nor argued, as one of
defamation and so I will say nothing further on this. (It
may be noted that in the leading case of Tournier two
causes of action were pleaded, slander and breach of
confidentiality.)” Murano v. Bank of Montreal, 1998 CanLII 5633 (ON CA)
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Also, be careful who you say it to:

• “I do not think the BNS has demonstrated that the PIPEDA
permitted disclosure in this case. For similar reasons I do
not think that the BNS can rely on the Privacy Act to
permit the disclosure. Section 1(2) of the Privacy Act
states that “the nature and degree of privacy to which a
person is entitled in a situation or in relation to a matter is
that which is reasonable in the circumstances, giving due
regard to the lawful interests of others.” What is
reasonable in the circumstances is that the BNS adhere to
its duty of confidentiality as set out in CIBC v. Sayani.”

B.M.P. Global Distribution Inc. et al v. Bank of Nova Scotia, 2005 BCSC 1091 (CanLII)
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No evidence of damage does not mean
no damages

• “…the damages awarded to the plaintiffs for the BNS’
contravention of the Privacy Act should be low…..the plaintiffs
have not clearly shown that there was any damage to their
reputations or that there will be any long lasting detrimental
effect due to the disclosure. In the result, I fix the plaintiffs’

damages at $2,500.”
B.M.P. Global Distribution Inc. et al v. Bank of Nova Scotia, 2005 BCSC 1091 (CanLII)

• “Having reviewed the evidence, I am not satisfied that Ms.
Albayate has established she suffered any damages as a result
of the bank’s conduct…. The case law indicates that when a
party is not able to prove damages for breach of privacy or
breach of contract, nominal damages should be awarded.”
Albayate v. Bank of Montreal, 2015 BCSC 695 (CanLII)
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What is Wilfully and
Without Claim of Right:

• The word "wilfully" does not apply broadly to any
intentional act that has the effect of violating privacy
but more narrowly to an intention to do an act which
the person doing the act knew or should have known
would violate the privacy of another person.

• "without a claim of right"....an honest belief in a state
of facts which, if it existed, would be a legal
justification or excuse
Hollingsworth v. BCTV, a division of Westcom TV. Group Ltd., 1998 CanLII 6527 (BC CA)
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Is delay or omission “Wilful”:
Absence of evidence equated with “wilful”

• “..the bank has no records of whether the change was
requested, if so, by whom, and no explanation as to
how the change of address occurred. It is difficult to
accept the bank’s argument that the conduct was not
“wilful” and the employee had “an honest belief in a
state of facts which, if it existed, would be a legal
justification or excuse” when the employee who made
the change has no explanation as to why the change
was made.”
Albayate v. Bank of Montreal, 2015 BCSC 695 (CanLII)
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Delay as “Wilful” conduct:
An expectation of perfection?

• “…the evidence from Equifax was that all complaints
are put into a queue to be dealt with in turn, and that it
was miraculous that it only took eleven business
days, does not exonerate them in any fashion. They
had received documents from Neil, in the form of a
copy of the judgment resulting in the notation on his
credit file. These documents alone should have
resulted in an immediate change to his credit file.
Result: Plaintiff awarded damages: $448.00 for loss of
billable hours; and $4,500.00 as punitive or exemplary
damages. Neil v. Equifax Canada Inc., 2005 SKPC 105 (CanLII)
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You need to know the risk to plan for them

• Disaster Planning: contracts only matter when things
go wrong. T&C must consider situational risks.

• Notification Requirements: Regulators, Police, Third
party service providers, clients, banking
relationships, credit bureaus, insurance, etc.

• Remediation Requirements: prevention and technical
support to investigate and prevent further breach

• Mitigation Requirements: requirements to prevent
misuse of lost data, liability for loss, indemnities,
insurance, etc.
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Data Breach for Litigators:
From the mundane to new class claims

• Breach of personal privacy

• Intrusion upon seclusion

• Injunctive relief and a revival for Marevas, Anton
Pillers and Norwich Pharma orders for copyright
breach, theft of industrial secrets and piracy

• Compliance Regimes and Regulatory Sanctions

• Coaching and coordinating the data breach team
through disclosures, mitigation, and public relations

• Defense in mass data breach class action claims
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Data Breaches, Infrastructure Attacks,
and Breach of Privacy Obligations

• For major attacks, (involving more than 10,000
records) estimated cost to deal with reporting and
remediation for each lost or stolen record was
$145/record. (Ponemon, 2014: Quantifying the Cost of Data Breach)

• For individualized breaches of privacy without
demonstrated actual pecuniary damages, court
awards range from $2,000 to $20,000 (See: Albayate v. Bank

of Montreal 2015 BCSC 695; Jones v. Tsige 2012 ONCA 32)

• The worry: Major Attack + Class Action +
application of individualized damage range =
Massive Loss
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Factors for Calculation of Damages for
Breach of Privacy

1. The nature, incidence and occasion of the
defendant's wrongful act;

2. The effect of the wrong on the plaintiff's health,
welfare, social, business or financial position;

3. Any relationship, whether domestic or otherwise,
between the parties;

4. Any distress, annoyance or embarrassment suffered
by the plaintiff arising from the wrong; and

5. The conduct of the parties, both before and after the
wrong, including any apology or offer of amends made
by the defendant.
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Data Breach: Disaster Response Team

• Plan Ahead for Contingencies. Develop a multi-team
plan for various ‘disaster scenarios’ – Don’t simply
wait to plan on the fly. Vet with legal, practice and
update regularly.

• Identify Goals: Prevent further breach, mitigate losses
to parties compromised, preserve reputation and
goodwill, and remediate weaknesses.

• Anticipate: regulatory investigation, police
investigation, client complaints, privacy complaints,
litigation and class actions.
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Data Breach: Disaster Response Team
Pre-assemble the Team before the event

• Multi-disciplinary Team Requirements:
a) Chief Privacy Officer plus key Executives;
b) internal PLUS external IT consultants;
c) risk officer;
d) public relations;
e) internal communications (call centre, mail);
f) general counsel;
g) external legal counsel – litigation, privacy.
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Data Breach: Disaster Response Team
The Plan – Day 1 - Discovery

• Understand the Facts as First Known

• Develop and Pursue Situational Investigation Plan

• Assign Responsibilities and Timing

• Prevent Further Loss

• Implement document generation and retention
protocols in anticipation of litigation

• Notifications – Public Relations

• Mitigation: Data Recovery – Injunctions

• Financial Relations and Reporting

• Anticipate Litigation
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Thank You
Ross McGowan -
Vancouver

604.640.4173

rmcgowan@blg.com
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