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Warrant Issued For Malware Under Canada's
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The Canadian Radio-television and Telecommunications Commission ("CRTC") has
executed a warrant under Canada's anti-spam law (commonly known as "CASL") to
investigate the installation of malware and the alteration of transmission data.

CASL

CASL creates a comprehensive regime of offences, enforcement mechanisms and
potentially severe penalties designed to prohibit unsolicited or misleading commercial
electronic messages, the unauthorized commercial installation and use of computer
programs on another person's computer system, the alteration of transmission data in
an electronic message and other forms of online fraud. CRTC has the primary
enforcement responsibility under CASL, and has various enforcement tools for that
purpose (e.g. preservation demands, production notices and warrants).

For most organizations, the key parts of CASL are the rules for CEMs. Subject to limited
exceptions, CASL creates an opt-in regime that prohibits the sending of a CEM unless
the recipient has given informed consent (express or implied in limited circumstances) to
receive the CEM and the CEM complies with prescribed formalities (including an
effective and promptly implemented unsubscribe mechanism) and is not misleading.

CASL also prohibits, in the course of a commercial activity and subject to limited
exceptions, the installation and use of a computer program on another person's
computer system without the express consent of the owner or authorized user of the
computer system. The computer program rules apply to almost any computer program
(not just malware, spyware or other harmful programs) installed on almost any
computing device (including mobile phones) as part of a commercial activity (regardless
of expectation of profit).

CASL also prohibits, in the course of a commercial activity and subject to limited
exceptions, the alteration of transmission data (e.g. data that identifies the address,
date, time, size, origin or destination) in an electronic message so that the message is
delivered to a destination other than or in addition to the destination specified by the
sender.



Enforcement Action

BLG

On January 27, 2016, CRTC announced that it executed a CASL warrant as part of an
ongoing investigation relating to the installation of malicious software and the alteration

of transmission data.

The announcement explains that the investigation resulted from a lead from FireEye
Inc., a commercial cybersecurity vendor. The announcement does not provide details of
the warrant or its execution. The announcement explains that CRTC is using
enforcement tools and cyber investigative techniques to investigate alleged CASL

violations.

CRTC's Chief Compliance and Enforcement Officer explained: "We are working to
protect Canadians from online threats by pursuing those individuals and entities who
violate Canada's anti-spam legislation. We are grateful for the assistance that FireEye
Inc. provided which led to the execution of this warrant, and we will continue to work
closely with our domestic and international partners in the fight against cyber threats."

By

Bradley Freedman

BLG | Canada’s Law Firm

As the largest, truly full-service Canadian law firm, Borden Ladner Gervais LLP (BLG) delivers practical legal
advice for domestic and international clients across more practices and industries than any Canadian firm.
With over 725 lawyers, intellectual property agents and other professionals, BLG serves the legal needs of
businesses and institutions across Canada and beyond — from M&A and capital markets, to disputes, financing,

and trademark & patent registration.

blg.com

BLG Offices

Calgary

Centennial Place, East Tower
520 3rd Avenue S.W.
Calgary, AB, Canada

T2P OR3

T 403.232.9500
F 403.266.1395

Montréal

1000 De La Gauchetiere Street West
Suite 900

Montréal, QC, Canada

H3B 5H4

T 514.954.2555
F 514.879.9015

Ottawa

World Exchange Plaza
100 Queen Street
Ottawa, ON, Canada
K1P 1J9

T 613.237.5160
F 613.230.8842

Toronto

Bay Adelaide Centre, East Tower
22 Adelaide Street West
Toronto, ON, Canada

M5H 4E3

T 416.367.6000
F 416.367.6749

Vancouver

1200 Waterfront Centre
200 Burrard Street
Vancouver, BC, Canada
V7X 1T2

T 604.687.5744
F 604.687.1415


https://www.blg.com/en/people/f/freedman-bradley
http://www.blg.com

BLG

The information contained herein is of a general nature and is not intended to constitute legal advice, a complete statement of the law, or an
opinion on any subject. No one should act upon it or refrain from acting without a thorough examination of the law after the facts of a specific
situation are considered. You are urged to consult your legal adviser in cases of specific questions or concerns. BLG does not warrant or
guarantee the accuracy, currency or completeness of this publication. No part of this publication may be reproduced without prior written
permission of Borden Ladner Gervais LLP. If this publication was sent to you by BLG and you do not wish to receive further publications from
BLG, you may ask to remove your contact information from our mailing lists by emailing unsubscribe@blg.com or manage your subscription
preferences at blg.com/MyPreferences. If you feel you have received this message in error please contact communications@blg.com. BLG’s
privacy policy for publications may be found at blg.com/en/privacy.

© 2024 Borden Ladner Gervais LLP. Borden Ladner Gervais LLP is an Ontario Limited Liability Partnership.


mailto:unsubscribe@blg.com
http://blg.com/MyPreferences
mailto:communications@blg.com
http://www.blg.com/en/privacy
http://www.blg.com/en/privacy
http://www.blg.com/en/privacy



